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1. The number of elements in the Open IoT Architecture?

a) 6 elements

b) 8 elements

c) 7 elements

d) 3 elements

Answer: c

Explanation: The 7 main elements are : sensor middleware (X-GSN), cloud data storage, 
scheduler, service delivery and utility manager, request definition, request presentation, 
configuration and monitoring.

2. Global Sensor Network is built for _________

a) Reducing cost and time for development

b) Reducing cost and increasing time for development

c) Increasing cost and increasing time for development

d) Increasing cost and decreasing time for development

Answer: a

Explanation: GSN is developed on the observation that most of the requirements for the 
application development sensor network are same. Having each sensor network development 
using its own custom software not only increases the cost but also takes time for development
and deployment.
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3. One of the main characteristics of Linked Stream Data is “Live Streaming”.

a) True

b) False

Answer: a

Explanation: Most of the data on the web is from sensing devices. To facilitate the integration 
of data from sensed devices and other sources, both sensor stream source and data are being 
enriched with schematic descriptions, creating Linked Stream Data. It shows the live data 
depending on our application.

4. The huge number of devices connected to the Internet of Things has to communicate 
automatically, not via humans. What is this called?

a) Skynet

b) Bot 2 Bot

c) Machine 2 Machine

d) Intercloud

Answer: c

Explanation: Devices are connected to other devices like mobiles, laptops, etc, to 
communicate among themselves which is called machine to machine and that involves 
wireless communication techniques, serial connection and powerline connection.

5. Internet of Things needs a lot of network connection. What is the proposed “white Space” 
radio standard called?

a) Bluetooth

b) WiMax

c) Weightless

d) Zigbee
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Answer: c

Explanation: White space is nothing but gaps that sit in the frequency band used to broadcast 
digital TV. The development of so called “Weightless standard” is for the use of TV white space
and for IOT/M2M purpose. The main intention is to reduce the cost and power utilization.

6. What is the sensor/protocol used in GSN?

a) HTTP protocol

b) CoAP protocol

c) MQTT protocol

d) XMPP protocol

Answer: b

Explanation: Constrained Application Protocol is a specialized web transfer protocol which 
enables constrained devices to communicate over internet and it is required for GSN in 
transferring data stream.

7. Which is the core wrapper of GSN?

a) Serial

b) UDP

c) GPSTest

d) ZeroMQWrapper

Answer: d

Explanation: Wrappers are classified as remote and local wrappers in GSN. Unlike them, the 
ZeroMQWrapper is a core wrapper which allows for publishing stream elements that are 
produced by a Virtual Sensor.
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8. Open IoT ontology is extending the W3C SSN ontology which supports the description of the
physical and processing structure of sensors.

a) True

b) False

Answer: a

Explanation: Sensors are not constrained to physical sensing devices, rather a sensor is 
anything that can calculate the value of the phenomenon. Thus, either a device or 
Computational process or a combination of them could play the role of a sensor.

9. API enables services portability between ____________

a) Systems

b) Devices

c) Networks

d) Services

Answer: a

Explanation: API enables services portability between sysyems, I.e., service may be allocated 
to end-systems or servers, with possible relocation and replication throughout its lifecycle.

10. Ubiquitous service provision depends on _________

a) QoS

b) Management

c) Interoperability

d) Routing

Answer: c
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Explanation: Ubiquitous service provision depends on interoperability, not only for 
provisioning of a standard QoS controlled IP bearer, but also for cross domain naming, 
security, mobility, multicast, including fair compensation for utility provisioning.

11. API architecture not only includes critical elements but also caters for _________

a) System

b) Devices

c) Network

d) Multi homing

Answer: d

Explanation: API architecture not only includes critical elements but also caters for multi 
homing, mobile networks with dynamic membership, and third party persistent storage based 
on indirection.

12. All portals are embedded into a single supercomputer, known as _________

a) Network

b) Web

c) Internet

d) System

Answer: b

Explanation: The web is now one, enormous, global computer. Our devices are them phones, 
tablets, TVS, watches, glasses, etc. These all are all portals into this single computer, known as 
Web.

13. _________ is uniquely identifiable embedded computing devices.

a) Internet

b) IoT
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c) Bigdata

d) Cloud

Answer: b

Explanation: The IoT is the part of the Internet that is made up of “uniquely identified 
embedded computing devices,” as Wikipedia status. Just like the world Wide Web is a 
Internet, so does the IoT.

14. Web is a mesh of computers, so too is _________

a) IoT

b) Bigdata

c) Cloud

d) Internet

Answer: a

Explanation: Just like the World Wide Web runs over the Internet, so does the IoT. Similarly to 
how the Web is a mesh of computers, so too is the IoT.

15. Without _________ computers embedded in house keys are worthless.

a) Data

b) Services

c) Both Data and Services

d) Neither data nor services

Answer: c

Explanation: Without data and services, the little computers embedded in thermostat, house 
keys, baby monitors, trash cans, fire extinguishers, and store shelve are nearly worthless.

16. _________ Services are the way in which the IoT is connected to data.

a) Cloud

b) Bigdata
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c) Internet

d) Network

Answer: a

Explanation: Cloud based services are the way in which the IoT is connected to data. Just like 
World Wide Web runs over the Internet, so does the IoT.

17. APIs are the skybridge.

a) True

b) False

Answer: a

Explanation: APIs are the skybridge – IoT on one side, useful information and plentiful data 
crunching capabilities on the other. APIs make IoT useful, turning limited little things into 
powerful portals of possibilities.

18. IoT solutions are at the heart of IDC’s view of the _________

a) Three

b) Two

c) One

d) Four

Answer: d

Explanation: IoT solutions are at the heart of IDC’s view of the four pillars:

Mobility

Social business

Big data

Cloud

Resulting  in the millions of applications available to the billions at the end point.
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19. _________ are the inter connectors.

a) Web

b) Internet

c) Network

d) APIs

Answer: d

Explanation: APIs are the inter connector which provides the interface between the Internet 
and Things.

20. Is APIs are glue?

a) True

b) False

Answer: a

Explanation: JavaWorld’s Andrew Oliver calls APIs “the glue and interesting part where the 
Internet of Things starts to become useful and more than a buzzword.”

21. Most IoT problems are addressed at _________ layer

a) TCP

b) IP

c) API

d) UDP

Answer: c

Explanation: As more and more devices are connected to the net, however, certain recurring 
problems must be solved. These problems are addressed at the API layer.

22. IoT-A stands for ________

a) Internet of Things Address
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b) Internet of Things Architecture

c) Internet of Things Area

d) Industrial of things Architecture

Answer: b

Explanation: The EU’s Internet of Things Architecture is another example of the way in which 
we can solve IoT related challenges.

23. IoT-A reference model is a _________

a) Scalable

b) Secure

c) Both scalable and secure

d) Neither scalable nor secure

Answer: c

Explanation: IoT-A architectural reference model is a scalable and secure solution intended to 
guide the design of protocols, interface and algorithms necessary to scale the IoT.

Answer: a

Explanation: Sensors are not constrained to physical sensing devices, rather a sensor is 
anything that can calculate the value of the phenomenon. Thus, either a device or 
Computational process or a combination of them could play the role of a sensor.

24. Open IoT manages the registration, data acquisition, deployment of sensors and 
interconnected of objects, through which network?

a) GSN

b) X-GSN

c) LSM

d) HTTP

Answer: b
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Explanation: The core fundamental concept in X-GSN is the virtual sensor, which can represent
not only physical devices but in general any abstract or concrete entity that observes features 
of any kind.

25. Which environment does Global Sensor Network work on?

a) C++

b) JAVA

c) HTML

d) C

Answer: b

Explanation: GSN is expected to work in all standard computing environments. As Java is 
portable in nature which means that Java bytecode can execute on all platforms, GSN works 
on Java. C++, HTML and C are not portable in nature.

26. ___________ is a community that is working together to establish an IoT architecture.

a) Eclipse IoT

b) Red Hat

c) Intercloud

d) Bot 2 Bot

Answer: a

Explanation: Eclipse IoT is a community that is working together to establish an IoT 
architecture based on open source technologies and standards.

27. _________ provides a middleware and application container for IoT gateway.

a) Eclipse Kura

b) Red Hat

c) Intercloud

d) Bot 2 Bot
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Answer: a

Explanation: Eclipse Kura provides a general purpose middleware and application container for
IoT gateway services and includes everything for the edge, such as an application container or 
runtime environment.

28. _________ is a modular and cloud based platform.

a) Eclipse Kura

b) Red Hat

c) Intercloud

d) Eclipse Kapua

Answer: d

Explanation: Eclipse Kapua is a module and cloud based platform that provides services 
required for real time data management and analytics.

29. Kapua also provides a core integration framework.

a) True

b) False

Answer: a

Explanation: Kapua also provides a core integration framework and an initial set of core IoT 
services, including a device registry, and application enablement.

29. _________ an open source stack for gateways and the edge.

a) Eclipse Kapua

b) Red Hat

c) Intercloud

d) Eclipse Kura

Answer: d
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Explanation: Eclipse Kura, an open source stack for gateways and edge, and Eclipse Kapua, the 
first open source IoT cloud platform

30. What happens when service providers change their operating system and communication 
protocols?

a) Inoperability and complexity arises

b) Only complexity arises

c) Only Inoperability arises

d) Nothing arises

Answer: a

Explanation: Complexity arises when service providers change their operating system and 
communication protocols, which results in inoperability. Service providers use standard 
protocols and conventional interfaces to facilitate information among diverse services.

31. In SOA, Service is termed as __________

a) Software service

b) Network service

c) Business service

d) Developer service

Answer: c

Explanation: Services are termed as business services. They are self-contained and logical.

32. Are SOA components loosely coupled.

a) True

b) False

Answer: a

Explanation: They are loosely coupled. That means every service is self-contained and exists 
alone logically.
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33. The SOA architecture is divided into how many layers?

a) 5 layers

b) 2 layers

c) 7 layers

d) no layers ie., only one layer

Answer: b

Explanation: The first which has direct relevance to the business as it carries out business 
functions. The second layer is the technical layer which talks about managing computer 
resources like a database, web server etc.

34. Which layer in SOA delivers messages between applications?

a) ESB(Enterprise Service Bus)

b) Service Broker

c) SOA registry

d) SOA supervisor

Answer: a

Explanation: ESB is a group of components/ software which helps us to send and receive 
messages between the disparate applications. It is usually shown as a huge plump pipe in the 
architecture.

35. Which block is the central reference of meta-data for services?

a) ESB(Enterprise Service Bus)

b) Service Broker

c) SOA registry

d) SOA supervisor

Answer: c
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Explanation: SOA registry is like a reference database of services. It describes what each 
service does, where they are located, and how they can communicate.

36. Which block ties work flow and SOA registry?

a) ESB(Enterprise Service Bus)

b) Service Broker

c) Accounting package

d) SOA supervisor

Answer: b

Explanation: Service broker reads the work flow and takes services from the SOA registry and 
ties them together. Service brokers are normally middleware like EAI(Enterprise Application 
Integration) products.

37. Which blocks deals with performance issues?

a) ESB(Enterprise Service Bus)

b) Service Broker

c) SOA registry

d) SOA supervisor

Answer: d

Explanation: SOA supervisor is a traffic cop ensuring do not having issues. It deals with 
performance issues of the system so that appropriate service levels are met. If any of the 
services have performance problems it sends messages to the proper infrastructure to fix the 
issue.

38. What are the three terminologies on which SOA service stands__________

a) Contract, Address and Building

b) Contract, Address and Service

c) Service, Contract and Building
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d) Service, Building and Address

Answer: a

Explanation: Contract-It describes parameters and return values for a method.

Address-It is a URL which points to the location of the service.

Building-It determines how the communication is done.

39. Which standard is preferable to achieve SOA?

a) Software service

b) Business service

c) Network service

d) Web service

Answer: d

Explanation: In SOA we need services to be loosely coupled. A web service communicates 
using the SOAP protocol which is XML based, Which is very loosely coupled.

40. SOA stands for _____________

a) Solution Oriented Architecture

b) Sector Oriented Architecture

c) Service Oriented Architecture

d) Source Oriented Architecture

Answer: c

Explanation: Service Oriented Architecture (SOA) approach traditionally used to couple 
functionality of heavyweight corporate IT systems, are becoming application to embedded real
world devices.

41. ________ is used to describe a perceived, quickly growing set of web based applications.

a) Web 4.0
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b) Web 3.5

c) Web 2.0

d) Web 4.5

Answer: c

Explanation: Web 2.0 to describe a perceived, quickly growing set of web based applications. A
topic that has experienced extensive coverage involves the relationship between Web 2.0 and 
service oriented architectures.

42. ________ is the philosophy of encapsulating application logic in services.

a) API

b) SOA

c) Both SOA and API

d) Neither SOA and API

Answer: b

Explanation: SOA is the philosophy of encapsulating application logic in services with a 
uniformly defined interface and making these publicly available via discovery mechanisms.

43. ________ are a modern interpretation of service oriented architectures used to build 
distributed software systems.

a) SOA

b) API

c) Microservices

d) Web 2.0

Answer: c

Explanation: Microservices is a modern interpretation of service oriented architectures used to
build distributed software systems. Services in the microservice architecture are processes.
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44. Services in a microservice architecture are _________ that communicates with each other 
over the network.

a) Microservices

b) SOA

c) API

d) Processes

Answer: d

Explanation: Services in the microservice architecture are processes that communicate with 
each other over the network in order to fulfill a goal. These services use technology agnostic 
protocols.

45. What is the role of Bigdata in smart grid architecture of IoT?

a) Store data

b) Manage data

c) Collect data

d) Security

Answer: a

Explanation: Bigdata stores time series data, unstructured data, provided context for analytics,
API for enterprise applications.

46. What is the role of Cloud in smart grid architecture of IoT?

a) Store data

b) Manage data

c) Collect data

d) Security

Answer: b
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Explanation: Cloud to edge Middleware: manage data and edge devices, data streaming and 
event processing, control authorized access.

47. What is the role of Gateway in smart grid architecture of IoT?

a) Store data

b) Manage data

c) Collect data

d) Security

Answer: c

Explanation: Gateway: collects data from sensors, abstract protocols, perform local 
autonomous decision, transfer information.

48. What is the role of Sensor in smart grid architecture of IoT?

a) Store data

b) Manage data

c) Collect data

d) Security

Answer: a

Explanation: Sensors and Actuators are connected, send data when needed, secure and low 
power, easy to install and configure.

49. IoT gateway must provide __________

a) Simple and fast installation

b) Security with hardware

c) Data storage

d) Protocol abstraction

Answer: d
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Explanation: IoT gateway must provide:

Protocol abstraction

Computing and I/O performance

Integration communication capability.

50. Which of the following is IoT device manageability?

a) Protocol abstraction

b) Simple and fast installation

c) Security with hardware

d) Data storage

Answer: b

Explanation: IoT Device Manageability:

Simple and fast Installation and configuration

Enable deployment of new application

Remote administration of gateways.

51. IoT security management includes ________

a) Protocol abstraction

b) Simple and fast installation

c) Security with hardware

d) Data storage

Answer: c

Explanation: IoT security management :

Improves security with hardware

Enable secure communication to sensors
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End to End Security from Sensor to Cloud.

52. IoT data scalability includes ________

a) Protocol abstraction

b) Simple and fast installation

c) Security with hardware

d) Data storage

Answer: d

Explanation: IoT Data Scalability:

Data and Event processing at the edge

Data storage at the edge

Hierarchical  clouds.

53. What is the example for smart grid edge device for utility?

a) Smart Meters

b) Smart Home

c) Smart Car

d) Smart Collage

Answer: a

Explanation: Examples of Smart Grid Edge Devices for Utilities:

Voltage and Current sensors

Smart Inverters

Smart  Motors.

54. According to the analysis on IoT application frame work, smart grid is divided into 
________ layers.

a) 2layers
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b) 3 layers

c) 4 layers

d)5 layers

Answer: b

Explanation: According to analysis on IoT application framework based on a smart grid, node 
features of various parts, distinct application needs and basic IoT model, IoT based on smart 
grid is a combination of :

Perception layer

Smart network layer

Smart  Application layer.

55. Monitor target of the smart ________ includes sensor objects in the power link.

a) Perception layer

b) Smart network layer

c) Smart Application layer

d) Data layer

Answer: a

Explanation: Monitor target of the smart perception layer includes sensor objects in the power
link, smart house hold objects and smart security objects.

56. ________ layer can be divided into the data access network and the core network.

a) Perception layer

b) Smart network layer

c) Smart Application layer

d) Data layer

Answer: b
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Explanation: Smart network layer can be divided into the data access network and the core 
network. The data on perception terminals and interaction terminals is uploaded to the power
access network and the Internet separately according to its type and security level.

57. In ________ layer, various application platforms are built as required by the services needs
of smart grid.

a) Perception layer

b) Smart network layer

c) Smart Application layer

d) Data layer

Answer: c

Explanation: In the smart application layer, various application platforms are built as required 
by the services needs of smart grid. The application platform as required by the services needs 
of smart grid.

58. ICT stands for ________

a) Information and Communication Technology

b) Internet and Communication Technology

c) Internet and Communication of Things

d) Information and Communication of Things

Answer: a

Explanation: A hierarchical architecture of IoT that applies to all aspects of smart grid, based 
on research on smart grid ICT (Information and Communication Technologies) as well as its 
functional demand analysis.

59. Do we have defects with the existing power communication network?

a) True

b) False

Answer: a
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Explanation: There exists many defects with the existing power communication network. For 
example, blind zones are present. Currently, high voltage transmission lines completely rely on
manual inspection.

60. The IoT platforms are mainly divided into how many types

a) 3 types

b) 5 types

c) 4 types

d) 2 types

Answer: c

Explanation: The IoT platforms could be divided into four types:

E Govermnent related

Enterprise-based

Company based

Business oriented platform.

61. In order to promote _________ the government should employ more management.

a) e Govermnent related

b) Enterprise-based

c) Company based

d) Business oriented platform

Answer: a

Explanation: In order to promote the e Government information system evolution and 
improve their management, the local/regional/ national governments should employ more 
management intelligence by utilizing an IoT platform.

62. In order to improve their competitiveness and services assurance, the ________ require 
independently funded IoT projects.
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a) e Government related

b) Enterprise-based

c) Company based

d) Business oriented platform

Answer: b

Explanation: In order to improve their competitiveness and services assurance, the market 
oriented enterprises and companies require independently funded IoT projects.

63. The ________ may become an important facilitator and stimulate for the modern 
economy.

a) e Government related

b) Enterprise-based

c) Company based

d) Business oriented platform

Answer: d

Explanation: The pure business oriented IoT may become an important facilitator and stimulus
for the modern economy, by attracting investments and developing strategic industry sectors.

64. ITS stands for _________

a) Internet Travel Services

b) Internet Transportation Security

c) Intelligent Transportation Security

d) Intelligent Transportation Services

Answer: d

Explanation: The center is linked with set of services, intelligent transportation services city 
fire protection and security; corporation medical services; commercial and tourism services; 
and tax and fees payment services.
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65. The autonomous ________ based IoT platforms are used for internal management of the 
corresponding enterprise.

a) e Government related

b) Enterprise-based

c) Company based

d) Business oriented platform

Answer: c

Explanation: The autonomous enterprise based and company based IoT platforms are used for
internal management of the corresponding enterprise and as such are supported by 
independent investments.

66. Does information resource management need to be integrated into market management?

a) True

b) False

Answer: a

Explanation: The enterprise and company based platforms ultimately serve the society. 
Therefore, information resource management need to be integrated into market 
management.

67. The use of RFID in product logistics may realize automatic acquisition of logistics 
information.

a) True

b) False

Answer: a

Explanation: The use of RFID in product logistics may realize automatic acquisition of logistics 
information, logo recognition, as well as reliable cargo delivery, safe customs, and tracking 
visualization.
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68. An IoT ________ center is envisaged as an important part of the generic IoT platform to 
unify the organization.

a) Individual Information

b) Individual Integration

c) Integrated Information

d) Individual and Integrated Information

Answer: c

Explanation: An IoT Integrated Information centre is envisaged as an important part of the 
generic IoT platform to unify the organization, implementation, and planning of the integrated 
IoT application.

69. The core element of architecture of smart city is ________

a) Mobile Unified Service

b) Urban Application Platform

c) Management center

d) Integrated Information Provider

Answer: d

Explanation: An IoT platform, which could serve as a generic architectural foundation for a 
smart city development has an Integrated Information Provider as its core element.

70. The core element is operated by ________

a) PaaS

b) IoT service Provider

c) SaaS

d) IaaS

Answer: b
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Explanation: An IoT platform, which could serve as a generic architectural foundation for a 
smart city development has a Integrated Information Provider as its core element. Its core 
element is operated by an IoT Service Provider.

71. Supplementary platforms in the architecture provide support for these services.

a) True

b) False

Answer: a

Explanation: Supplementary  platforms in the architecture provides support for these services 
include:

A cloud computing data center

A management center

An  application platform.

72. Who will use their own IoT business models?

a) PaaS

b) SaaS

c) IaaS

d) Service provider

Answer: d

Explanation: IoT service provider will use their own IoT business models, architectures, and 
operating platforms.

73. Which approach is used in this architecture?

a) Top down approach

b) Bottom up approach

c) Top down and Bottom Up

d) Neither Top down nor bottom up
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Answer: a

Explanation: For the implementation of IoT architecture for smart cities, the top down 
approach is used.

74. IoT promotes the creation of IoT terminal industry ________

a) Devices

b) Network

c) Clusters

d) Things

Answer: c

Explanation: IoT platform promotes the creation of IoT terminal Industry clusters, which will 
greatly attract commercial capital investments in the IoT modern services.

75. Which protocol is used to link all the devices in the IoT?

a) TCP/IP

b) Network

c) UDP

d) HTTP

Answer: a

Explanation: The internet of Thing is the global system of interconnected computer networks 
that use the Internet Protocol suite (TCP/IP) to link billions of devices worldwide.

76. ________ enables seamless integration of LoWPAN devices with internet leveraging.

a) IETF 6LoWPAN

b) IEFT CoAP

c) RFID/NFC

d) IEEE 802.15.4.LoWPAN
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Answer: a

Explanation: IETF 6LoWPAN enables seamless integration of LoWPAN devices with internet 
leveraging IPv6 large address space and appln. Layer protocol reuse.

77. ________ enables open application layer for constrained nodes.

a) IETF 6LoWPAN

b) IEFT CoAP

c) RFID/NFC

d) IEEE 802.15.4.LoWPAN

Answer: b

Explanation: IETF CoAP – open application layer specification for constrained nodes supporting
HTTP and Web integration.

78. ________ tags, devices, smart phones useful in identification.

a) IETF 6LoWPAN

b) IEFT CoAP

c) RFID/NFC

d) IEEE 802.15.4.LoWPAN

Answer: c

Explanation: RFID/NFC – tags, devices, smart phones useful in product / object identification 
and gathering associated information.

79. ________ supports low energy radio operation.

a) IETF 6LoWPAN

b) IEFT CoAP

c) RFID/NFC

d) Bluetooth
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Answer: d

Explanation: Bluetooth SMART devices support low energy radio operations like, heart rate 
monitors, blood glucose monitors suitable for health care and fitness etc.

80. ________ specification defining the PHY and MAC layer of low power devices.

a) IETF 6LoWPAN

b) IEFT CoAP

c) RFID/NFC

d) IEEE 802.15.4.LoWPAN

Answer: d

Explanation: IEEE 802.15.4.LoWPAN – specification defining the PHY and MAC layer of low 
power devices supporting 250 Kb/s data rate, small packet size 127 bytes.

81. 6LoWPAN Adaption layer contains?

a) Header compression

b) Fragmentation

c) Layer 2 forwarding

d) Header compression, Fragmentation, and Layer 2 forwarding

Answer: d

Explanation: 6LoWPAN Adaption Layer:

Header compression

Fragmentation

Layer 2 forwarding.

82. ________ is an application layer protocol for resource constrained devices.

a) CoAP

b) HMTP
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c) MQTT

d) TCP/IP

Answer: a

Explanation: CoAP is an application layer protocol (IETF draft) for resource constrained devices.
Adheres to the Restful approach for managing the resources and support mapping to HTTP.

83. Adheres to ________ approach for managing resources and support mapping to HTTP.

a) RETful

b) IoT

c) Restful

d) RESTful

Answer: d

Explanation: CoAP is an application layer protocol (IETF draft) for resource constrained devices.
Adheres to RESTful approach for managing resources and support mapping to HTTP.

84. ________ resources are identified by Uniform Resource Identifiers.

a) CoAP

b) HMTP

c) MQTT

d) TCP/IP

Answer: a

Explanation: CoAP is an application layer protocol (IETF draft) for resource constrained devices.
Adheres to Restful approach for managing resources and support mapping to HTTP. CoAP 
resources are identified by Uniform Resource Identifiers.

85. Which protocol interacts asynchronously over UDP?

a) HMTP

b) CoAP
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c) MQTT

d) TCP/IP

Answer: b

Explanation: CoAP is an application layer protocol (IETF draft) for resource constrained devices.
It is Asynchronous message interactions over UDP, Request/Response semantics CoAP 
resources are identified by Uniform Resource Identifiers.

86. CoAP messages are short.

a) True

b) False

Answer: a

Explanation: CoAP messages are short – 4 bytes header followed by options (Typically, 10-20 
bytes header).

87. How many messages types are there in CoAP?

a) 2

b) 5

c) 3

d) 4

Answer: d

Explanation: Four message types are:

Confirmable

Non confirmable

Acknowledgments

Reset.

88. Number of methods in CoAP?
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a) 2

b) 5

c) 4

d) 3

Answer: c

Explanation: Four CoAP methods:

GET

POST

PUT

DELETE.

89. WSN stands for __________

a) Wired Sensor Network

b) Wireless Sensor Network

c) Wired Service Network

d) Wireless Service Network

Answer: b

Explanation: WSN – Wireless Sensor Network comprises of motes running a WSN application 
and a light weight CoAP server.

90. Galileo Gen 2 board was developed by which company?

a) Atmel

b) Intel

c) Motorola

d) Dallas

Answer: b
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Explanation: Intel Galileo is the first in the line of boards based on intelx86 architecture and is 
designed for education communities.

91. Galileo gen 2 board is some time called as Breakout Board?

a) True

b) False

Answer: a

Explanation: It is named as Breakout Boards.

92. Intel Galileo has the main feature of?

a) Support PCI Express

b) Intel Quart

c) Support for openCV

d) Onboard real time clock

Answer: b

Explanation: Intel Galileo features the Intel quart SoC X1000, the first product from the Intel 
Quart technology family of low power, small-core products. Intel Quart represents Intel’s 
attempt to compete within markets such as the Internet of Things and Wearable Computing.

93. Which among the following is more powerful?

a) Rasberry Pi 2 Model

b) Rasberry Pi 3 Model

c) Galieo Gen 2 Board

d) Galieo Gen 1 Board

Answer: b

Explanation: The latest iteration, the Pi 3 Model B, replaced the PI 2 Model B. It is more 
powerful than the older Galieo Gen 2, featuring a 1.2 GHz CPU and 1 Gb RAM. The Pi, 
however, does not have any flash memory.
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94. Periferal Component Interconnect (PCI) Express interconnects which modules?

a) Serial communication

b) WIfi, Bluetooth, GSM cards

c) Micro SD card

d) Real Time Clock

Answer: b

Explanation: PCI is a high speed serial computer expansion bus standard. It includes higher 
maximum system bus throughput, lower I/O pin count and smaller physical footprint.

95. What is the frequency of the Galileo gen 2 board?

a) 250MHz

b) 400MHz

c) 450MHz

d) 300MHz

Answer: b

Explanation: The frequency of the board gives the speed of operation of board. So, increase in 
frequency increases the speed.

96. The 10/100Mbit Ethernet support enables the board to connect to _________

a) LAN

b) MAN

c) WAN

d) WLAN

Answer: a

Explanation: The 10/100 Mbit Ethernet support enables the board to be connected to a LAN. It
also enables to accessing the linux shell.
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97. What is the range of microSD card that is connected externally?

a) 16GB

b) 32Gb

c) 8Gb

d) 64Gb

Answer: b

Explanation: The external Micro SD card has a range of 32Gb.

98. Which of the following has a real time clock?

a) Galileo Gen 2

b) Rasberry Pi

c) Arduino

d) Rasberry Pi 3

Answer: a

Explanation: The Rasberry Pi, as well as most Arduino, does not have an on board real time 
clock. The Galileo boards have a real time clock, requiring only a 3V coin cell battery. The 
boards can therefore keep accurate time without being connected to either a power source or 
internet.

99. Which bus is a standard bus derived by ARM with aim to support efficient on chip?

a) Serial Attached SCSI

b) Futurebus

c) Advanced Micro Bus

d) Scalable Coherent Interface

Answer: c
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Explanation: AMB is used for simple cost effective design transfer, pipelined transfer 
operation, and multiple bus masters. It is known for high performance and high clock 
synthesizable design, providing high bandwidth channel between processor and peripherals.

100. How many digital I/O pins are there in Board?

a) 29

b) 15

c) 25

d) 20

Answer: d

Explanation: Android compatible header containing 20 digital I/O pins in which 12 are fully 
native speed.

101. Does the board has UART?

a) True

b) False

Answer: a

Explanation: Galileo Gen 2 board has 2 UARTs, one shared with console UART. Serial console 
UART header is compatible with FTDI USB converter.

102. What is the storage memory of EEPROM?

a) 16kb

b) 6kb

c) 8kb

d) 12kb

Answer: c

Explanation: The EEPROMs memory is 8kb while it has external SD card option of 32GB.

103. What is the USB version that is supported?
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a) USB 4.0

b) USB 1.5

c) USB 3.0

d) USB 2.0

Answer: d

Explanation: In addition to android hardware and software compatibility, the Intel Galileo 
board includes the following industry standards I/O ports and features: USB 2.0 Host port and 
USB 2.0 Client port.

104. ________ bit PWM for more precise control of servos and smoother response.

a) 14-bit

b) 12-bit

c) 8-bit

d) 6-bit

Answer: b

Explanation: 12-bit PWM for more precise control of servos and smoother response.

105. LPC 2148 pro development board has _________ on chip memory.

a) 500k

b) 625k

c) 512k

d) 425k

Answer: c

Explanation: LPC 2148 Pro Development Board is a powerful development platform based on 
LPC2148 ARM7TDMI micro controller with 512k on-chip memory.

106. The USB controller provides high speed interface to laptop/PC with a speed of ________
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a) On-chip USB with 12Mb/s

b) On-chip USB with 15Mb/s

c) Peripheral USB with 12Mb/s

d) Peripheral USB with 15Mb/s

Answer: a

Explanation: The on-chip USB controller provides direct high speed interface to a PC/laptop 
with speeds up to 12Mb/s.

107. Xbee/Bluetooth/Wifi wireless modules and SD/MMC card are included in the board?

a) True

b) False

Answer: b

Explanation: Xbee/Bluetooth/Wifi wireless modules and SD/MMC card are not included in the 
board and it can be separately brought from Net Robotics Website.

108. In LPC 2148 we require separate programmer?

a) True

b) False

Answer: b

Explanation: The UART boot loader eliminates the need of an additional programmer and 
allows you to program using serial port.

109. Which LCD display is present in LPC 2148 Development Board?

a) 8*8 LED

b) 2*32 LCD

c) 2*16 LCD connected peripherally

d) 2*16 LCD on-chip
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Answer: d

Explanation: On-board two line LCD Display (2*16) with jumper selection option to disable LCD
when not required.

110. Does it have in system programming or in application programming?

a) True

b) False

Answer: a

Explanation: In system programming is generally what we do, i.e., using Jtag the program is 
dumped in to the board.

In application programming means without any external devices the program can be changed 
(which we already written in the original program).

111. It provides real time debugging with the on chip real monitor software.

a) True

b) False

Answer: a

Explanation: Embedded ICE RT and Embedded Trace Interfaces offer real-time debugging with 
the on chip Real monitor software and high speed tracing execution.

112. Who is the founder of LPC2148 board?

a) Intel

b) Atmel

c) Motorola

d) Philips

Answer: d

Explanation: ARM LPC2148 is ARM7TDMI-S core board microcontroller that uses 16/32-Bit 64 
pin(LQFP) microcontroller No.LPC2148 from Philips(NXP).
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113. What is the program counter value when the board turns on?

a) 0x00000

b) 0xFFFFF

c) Where the previous program ends

d) At the location where we write the code

Answer: a

Explanation: Usually the program counter will store the address of the instruction to be 
executed but, when we start the board it points to the first address memory location.

114. Which IDE is supported by LPC2148 board?

a) Code Blocks

b) AVR Studio 4

c) Keil uVersion 4

d) Walldorf

Answer: c

Explanation: Using Real view compiler the keil uVersion 4 is used. Whereas, AVR studio 4  is 
used for ATmega128 microcontroller. And code block is used for c programming.

115. ________ bit ARM7TDMI controller is present?

a) 128 bit

b) 8 bit

c) 64 bit

d) 32 bit

Answer: d

Explanation: LPC 2148 Pro Development Board is a powerful development platform based on 
LPC2148 ARM7TDMI micro controller with 512k on-chip memory. With a 16-bit/32-bit 
ARM7TDMI-S microcontroller is a tiny LQFP64 package.
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116. USB 2.0 full speed compliant device controller with _________ of end point RAM.

a) 6 kB

b) 4 kB

c) 2 kB

d) 8 kB

Answer: c

Explanation: The on-chip USB controller provides direct high speed interface to a PC/laptop 
with speeds up to 12 Mb/s. USB 2.0 full speed compliant device controllers with 2 kB of end 
point RAM.

117. Single 10-bit DAC provides variable _________ output.

a) Digital

b) Analog

c) Analog and digital

d) Neither analog nor digital

Answer: b

Explanation: Two 10-bit ADCs provide a total of 14 analog inputs whereas single 10-bit DAC 
provides variable analog output.

118. Timer in the board has _________ compare and _________ capture channels.

a) 3 and 4

b) 4 and 3

c) 4 and 4

d) 3 and 3

Answer: c

Explanation: Two 32-bit timer/external event counters have four capture and four compare 
channels each and also a PWM unit with six outputs and a watchdog.
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119. What is the operating voltage of the board?

a) 5v

b) 2.5v

c) 3v

d) 4.5v

Answer: c

Explanation: Single power supply with POR and BOD circuits and operated at the supply 
voltage of 3.0 to 3.6v with 5v tolerant I/O pads.

120. What do you mean by micro in microcontroller?

a) Distance between 2 IC’s

b) Distance between 2 transistors

c) Size of a controller

d) Distance between 2 pins

Answer: b

Explanation: Micro means 10-6 which gives the distance between 2 element transistors which 
is called as Micron Technology.

121. What is the bit size of the 8051 microcontroller?

a) 8-bit

b) 4-bit

c) 16-bit

d) 32-bit

Answer: a

Explanation: It is an 8-bit microcontroller which means most of the operations are limited to 8 
bit only.
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122. Name the architecture and the instruction set for microcontroller?

a) Van- Neumann Architecture with CISC Instruction Set

b) Harvard Architecture with CISC Instruction Set

c) Van- Neumann Architecture with RISC Instruction Set

d) Harvard Architecture with RISC Instruction Set

Answer: b

Explanation: Harvard architecture has different memory spaces for both program memory and
data memory with Complex Instruction Set Computer(CISC). The difference between CISC and 
RISC is RISC has few instructions than CISC. Where as in  Van- Neumann, program and data 
memory are same. Van- Neumann is also called as Princeton architecture.

123. Number of I/O ports in the 8051 microcontroller?

a) 3 ports

b) 4 ports

c) 5 ports

d) 4 ports with last port having 5 pins

Answer: b

Explanation: It has 4 ports with port0 act as I/O port and also multiplexing of address and data 
bus. Port1act as I/O port. Port 2 act as I/O and also like address lines. Port 3 act as I/O and also
for external peripherals.

124. Is ROM is used for storing data storage?

a) True

b) False

Answer: b

Explanation: RAM is used for storing data storage and ROM is used for storing program 
memory.
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125. SCON in serial port is used for which operation?

a) Transferring data

b) Receiving data

c) Controlling

d) Controlling and transferring

Answer: c

Explanation: There are 2 pins available in serial port. One is used for transmission and other is 
used for receiving data. SCON is the bit in the serial port which is used for controlling the 
operation.

126. Program counter stores what?

a) Address of before instruction

b) Address of the next instruction

c) Data of the before execution to be executed

d) Data of the execution instruction

Answer: b

Explanation: Points to the address of the next instruction to be executed from ROM. It is 16 bit
register means the 8051 can access program address from 0000H to FFFFH. Total 64KB of 
code.

127. Auxiliary carry is set during which condition?

a) When carry is generated from D3 to D4

b) When carry is generated from D7

c) When carry is generated from both D3 to D4 and D7

d) When carry is generated at either D3 to D4 or D7

Answer: a

Explanation: When carry is generated from D3 to D4, it is set to 1, it is used in BCD arithmetic.
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128. What is order of the assembly and running 8051 program?

i) Myfile.asm

ii) Myfile.lst

iii) Myfile.obj

iv) Myfile.hex

a) i,ii,iii,iv

b) ii,iii,I,iv

c) iv,ii,I,iii

d) iii,ii,I,iv

Answer: a

Explanation: After writing the program in editor and compilation first .asm, .lst, .obj, .hex are 
created.

129. The use of Address Latch Enable is to multiplex address and data memory.

a) True

b) False

Answer: a

Explanation: That is used for multiplexting address and data ie., the same line carries address 
and data. To indicate when it carries address, ALE is emitted by 8051.

130. Which pin provides a reset option in 8051?

a) Pin 1

b) Pin 8

c) Pin 11

d) Pin 9

Answer: d
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Explanation: Reset pin is utilized to set the micro controller 8051 to its primary values, 
whereas the micro controller is functioning or at the early beginning of application. The reset 
pin has to be set elevated for two machine rotations.

131. External Access is used to permit ____________

a) Peripherals

b) Power supply

c) ALE

d) Memory interfacing

Answer: d

Explanation: External Access input is employed to permit or prohibit outer memory 
interfacing. If there is no outer memory needed, this pin is dragged by linking it to Vcc.

132. What is the address range of SFRs?

a) 80h to feh

b) 00h to ffh

c) 80h to ffh

d) 70h to 80h

Answer: c

Explanation: In 8051 there certain registers which uses the RAM addresses from80h to ffh. 
These are called as Special Function Registers. Some of the SRFrs are I/o ports and control 
operations as TCON, SCON, PCON.

133. How many interrupts are there in micro controller?

a) 3

b) 6

c) 4

d) 5
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Answer: d

Explanation: An interrupt is an external or internal event that disturbs the microcontroller to 
inform if that needs its services. There are 5 interrupts :

Timer 0 overflow interrupt

Timer 1 overflow interrupt

External Interrupt 0

External Interrupt 1

Serial port events.

134. Timer 0 is a ________ bit register.

a) 32-bit

b) 8-bit

c) 16-bit

d) 10-bit

Answer: c

Explanation: The Timer 0 is a 16-bit register and can be treated as two 8-bit registers and these
can be accessed similarly to any other registers.

135. What are the pipelining stages include?

a) Fetch, Decode, Write

b) Fetch, Decode, Execute

c) Fetch, Execute, Write

d) Fetch, Decode, Execute, Write

Answer: a

Explanation: ARM7 core has 3-stage pipeline that increases instruction flow through processor 
up to three times. So each instruction is executed in 3 stages:
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Fetch – instruction is fetched from memory and placed in pipeline

Decode – instruction is fetched and data-path signals prepared for next cycle

Execute – instruction from prepared data-path reads from registry bank, shifts operand to ALU
and writes generated result to dominant register.

136. What is pipe lining?

a) Non linear

b) Linear

c) Linear and Non linear

d) Sometimes both

Answer: b

Explanation: Pipeline is linear, which means that in simple data processing processor executes 
one instruction in single clock cycle which while individual instruction takes three clock cycles.

137. What are the no of pins that are in the ARM7 processors?

a) 65 pin with QFP

b) 45 Pin with QFP

c) 45 pin with LLC

d) 65 pin with DIP

Answer: d

Explanation: The ARM7 family members have different packages, such as DIP(Dual In Line), 
QFP(Quad Flap Package), LLC(Leadless Chip Carrier) they all have 40 pins that are dedicated to 
different functions. Especially 8051 has a Quad Flap Package.

138. Using what the processor wake-up from power-down?

a) External Interrupts

b) Internal interrupts

c) Serial Programming
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d) Program Counter

Answer: a

Explanation: The AVR7 processor wakes up from power down mode via external interrupt or 
BOD.

139. What is the flash memory for LPC2141?

a) 34kB

b) 32kB

c) 128kB

d) 256kB

Answer: b

Explanation: It is the first series of ARM7. This memory is used for both code and data storage. 
Programming of the flash memory may be accomplished in several ways. It can also be 
programmed in system via serial port.

140. What are the categories in the vectored interrupt controller?

a) Fast interrupt request

b) Non vectored interrupt request

c) Non-vectored IQR

d) Fast interrupt request, Non vectored interrupt request and Non-vectored IQR

Answer: d

Explanation: The vectored Interrupt controller accepts all the interrupts request inputs and 
categorizes them as Fast Interrupt Request, Vectored Interrupt Request, and Non Vectored 
IQR as defined by programmable settings. The programmable assignment scheme means that 
priorities of interrupts from the various peripherals can be dynamically assigned and adjusted.

141. Each peripheral has an interrupt line?

a) True
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b) False

Answer: a

Explanation: Each peripheral device has one interrupt line connected to the Vectored Interrupt
Controller, but may have several internal interrupt flags. Individual interrupt flags may also 
represent more than one interrupt source.

142. What is pin connect block?

a) All pins are having a function without reserved

b) Some pins are Reserved

c) Pins have more than one function

d) Multiplexing of some pins

Answer: c

Explanation: The pin connect block allows selected pins of the microcontroller to have more 
than one function. Configuration registers control the multiplexers to allow connection 
between the pin and the on chip peripherals.

143. What is the size of ADC and DAC?

a) 16 bit

b) 10 bit

c) 8 bit

d) 32 bit

Answer: b

Explanation: The converters are single 10-bit successive approximation analog to digital 
converters. While ADC0 has 6 channels, ADC1 has 8 channels. And DAC output voltage is the 
vref voltage.

144. How many processors are used in the Instruction pipelining?

a) One
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b) Two

c) Three

d) Four

Answer: a

Explanation: Pipelining is a technique for implementing instruction level parallelism within a 
single processor. Pipelining  attempts to keep every part of the processor busy with some 
instructions, by dividing incoming instructions into the series of sequential steps.

145. Which signal is used for pipelining on bis cycle in ARM710T?

a) BWAIT

b) BTRAN

c) BLOK

d) BCLK

Answer: b

Explanation: The signal BTAN[1:0] is placed by one bus cycle. This pipelining should be taken 
into account when these signals are being decoded. The value of BTRAN[1:0] indicates 
whether the next bus cycle is a data cycle or an address cycle.

146. _______ pin can be used to extend memory access in whole cycle increments.

a) BTRAN

b) BLOK

c) BWAIT

d) BCLK

Answer: c

Explanation: BWAIT pin can be used to extend memory access in whole cycle increments. 
BWAIT is driven by the selected slave during the low phase of BCLK.

147. How many DC-DC converters interfaces in ARM7100?

‘O’ LEVEL  M4-R5(IOT) FREE MCQS PDF                                   NAMO COMPUTER EDUCATION CENTER BANDA



Subscribe on you tube ----LuckyTech.com

a) 5

b) 3

c) 4

d) 2

Answer: d

Explanation: ARM7100 has two programmable duty ratio 96KHz clock output which is 
intended to be used as drivers for DC to DC converter in the PSU subsystems.

148. The ARM7TDMI-S uses which pipelining?

a) 2-Stage

b) 3-Stage

c) 4-Stage

d) 5-Stage

Answer: b

Explanation: A 3-stage pipelining is used, so instructions are executed in three stages: Fetch, 
Decode, Execute.

149. The ARM7TDMI-S processor has __________ types of memory cycle.

a) 5

b) 3

c) 4

d) 2

Answer: c

Explanation: The ARM7TDMI-S processor has 4 types of memory cycle: Non sequential cycle, 
Sequential cycle, cp processor register transfer cycle, internal cycle.

150. Number of pins in 8051 microcontroller with ________ package.
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a) 40 pin with LLC

b) 60 Pin with QFP

c) 40 pin with DIP

d) 60 pin with QFP

Answer: c

Explanation: The 8051 family members have different packages, such as DIP(Dual In Line), 
QFP(Quad Flap Package), LLC(Leadless Chip Carrier) they all have 40 pins that are dedicated to 
different functions. Especially 8051 have a Dual in Line package.

151. Does an 8051 microcontroller need external oscillator to run?

a) True

b) False

Answer: a

Explanation: The 8051 has an on chip oscillator but requires an external oscillator clock to run 
it. Most often a quartz crystal oscillator is connected to inputs XTAL1 and XTAL2.

152. We use any other frequency source other than crystal oscillator.

a) True

b) False

Answer: a

Explanation: A frequency source other than crustal oscillator is used. It can be a TTL oscillator, 
it should be connected to XTAL1 and XTAL2 id left unconnected.

153. Reset work is __________

a) To make program counter zero but values in registers values are made as zero

b) Program counter is not zero but values in registers values are made as

Zero

c) Program counter not zero but values in registers values remain same
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d) To make program counter zero but values in registers values remain same

Answer: d

Explanation: It is an input pin and active high. When we apply a high pulse it terminates all 
activities and it cost all the values in the register to be zero. It will also set program counter to 
zero.

154. What is the minimum no of cycles required for reset operation?

a) 3 cycle

b) 2 cycles

c) 1 cycles

d) 4 cycles

Answer: c

Explanation: When power is turned on, the circuit holds the RST pin high for an amount of 
time that depends on the capacitor value and the rate at which it changes. To ensure a valid 
reset the RST pin must be held high long enough to allow the oscillator to start up plus two 
machine cycles.

155. PSEN stands for ________

a) Program Select Enable

b) Peripheral Store Enable

c) Program Store Enable

d) Peripheral Select Enable

Answer: c

Explanation: This is an output pin. In an 8031-based system in which an external ROM holds 
the program code, this pin is connected to the OE pin of the ROM.

156. Find the machine cycle for AT89C51 if XTAL = 11.0592MHz.

a) 90.42us
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b) 361.68us

c) 1.085us

d) 150.145us

Answer: b

Explanation: Machine cycle = No.of cycles/frequency

Time = 1/frequency

Time(ns) = 1/11.0592MHz

= 90.42ns

Machine cycles = 12*90.42

= 1.085us.

157. What is the operation for mode 0?

a) 13-bit timer mode, 8-bit timer/counter THx and TLx as 5-bit prescalar

b) 16-bit timer mode, 16-bit timer/counter THx and TLx are cascaded, no prescalar

c) 8-bit auto reload mode, 8-bit auto reload time/counter; THx holds a value which is to be 
reloaded into TLx each time it overflows

d) Spilt timer mode

Answer: a

Explanation: Mode 0 is exactly same like mode 1 except that it is a 13-bit timer instead of 16-
bit. The 13-bit counter can hold values between 0000 to 1FFH in Th-Tl.

158. What is the operation for mode 1?

a) 13-bit timer mode, 8-bit timer/counter THx and TLx as 5-bit prescalar

b) 16-bit timer mode, 16-bit timer/counter THx and TLx are cascaded, no prescalar

c) 8-bit auto reload mode, 8-bit auto reload time/counter; THx holds a value which is to be 
reloaded into TLx each time it overflows
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d) Spilt timer mode

Answer: b

Explanation: It is a 16-bit timer; therefore it allows value from 0000 to FFFFH to br loaded into 
the timer’s register TL and TH. After TH and TL are loaded with a 16-bit initial value, the timer 
must be started.

159. Which is the operation for mode 2?

a) 13-bit timer mode, 8-bit timer/counter THx and TLx as 5-bit prescalar

b) 16-bit timer mode, 16-bit timer/counter THx and TLx are cascaded, no prescalar

c) 8-bit auto reload mode, 8-bit auto reload time/counter; THx holds a value which is to be 
reloaded into TLx each time it overflows

d) Spilt timer mode

Answer: c

Explanation: It is an 8 bit timer that allows only values of 00 to FFH to be loaded into the 
timer’s register TH. After TH is loaded with 8 bit value, 8051 gives a copy of it to TL.

160. Which is the operation for mode 3?

a) 13-bit timer mode, 8-bit timer/counter THx and TLx as 5-bit prescalar

b) 16-bit timer mode, 16-bit timer/counter THx and TLx are cascaded, no prescalar

c) 8-bit auto reload mode, 8-bit auto reload time/counter; THx holds a value which is to be 
reloaded into TLx each time it overflows

d) Spilt timer mode

Answer: d

Explanation: Mode 3 is also known as a split timer mode. Timer 0 and 1 may be programmed 
to be in mode 0, 1 and 2 independently of similar mode for other time.

161. Function of IE1 in TCON register?

a) External interrupt 1 Edge flag. Not related to timer operations
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b) External interrupt 1 Edge flag. Not related to timer operations

c) External interrupt 0 single type control bit

d) External interrupt 1 to be triggered by a falling edge signal

Answer: a

Explanation: TCON register has 8 bits. 3rd bit has an IE1 register. This is an external interrupt.

162. 8051 controller contains how many registers?

a) 5

b) 3

c) 1

d) 2

Answer: d

Explanation: 8051 microcontroller has 2 types of registers. They are Special Function Registers 
and the other is General purpose register. Each of having 128 KB of memory. And GPR is a Byte
addressable register and SFR is a Bit addressable register.

163. General purpose memory is called as ________

a) ROM memory

b) RAM memory

c) SRAM memory

d) EPROM memory

Answer: b

Explanation: The general purpose memory is called as the RAM memory of the 8051 
microcontroller, which is divided into 3 areas such as banks, bit-addressable area, and scratch-
pad area.

164. Which timer register has both timers in it?

a) TMOD
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b) TCON

c) Both TMOD and TCON

d) Neither TMOD nor TCON

Answer: a

Explanation: In the TMOD register, lower 4 bits are set for timer0 and the upper 4 bits are set 
aside for timer1. In each case, the lower 2 bits are used to set the timer mode and upper 2 bits
to specify the operation.

165. How many types of arduinos do we have?

a) 5

b) 6

c) 8

d) 6

Answer: c

Explanation: There are 4 Arduino boards and 4 Arduino shields that fit on top of Arduino 
compatible boards to provide additional capability like connecting to the internet, motor 
controller, LCD screen controlling etc.,.

166. What is the microcontroller used in Arduino UNO?

a) ATmega328p

b) ATmega2560

c) ATmega32114

d) AT91SAM3x8E

Answer: a

Explanation: ATmega328p is a microcontroller which is 32KB of flash ROM and 8-bit 
microcontroller.

167. What does p refer to in ATmega328p?
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a) Production

b) Pico-Power

c) Power-Pico

d) Programmable on chip

Answer: b

Explanation: Picopower technology employs advanced features like multiple clock domains, 
DMA and event systems to minimize power consumption.

168. Arduino shields are also called as _________

a) Extra peripherals

b) Add on modules

c) Connectivity modules

d) Another Arduinos

Answer: b

Explanation: The Arduino boards can connect with add- on modules termed as shields. 
Multiple, and possibly stacked shields may be individually addressable via an I2C serial bus.

169. What is the default bootloader of the Arduino UNO?

a) Optiboot bootloader

b) AIR-boot

c) Bare box

d) GAG

Answer: a

Explanation: The optiboot bootloader will take 512 bytes, leaving 32256 bytes for application 
code. Due to its small size larger up-loadable sketch size is achieved.

170. Does the level shifter converts the voltage levels between RS-232 and transistor-
transistor logic.
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a) True

b) False

Answer: a

Explanation: Level shifters are used in multi-design, different blocks work on different voltage 
levels. So when a signal passes from one voltage domain to another voltage this is needed 
particularly when a signal passes from low level to high level.

171. Which is the software or a programming language used for controlling of Arduino?

a) Assembly Language

b) C Languages

c) JAVA

d) Any Language

Answer: d

Explanation: A program for Arduino can be written in any programming language for a 
compiler that produces binary machine code for the target processor.

172. Do Arduino provides IDE Environment?

a) True

b) False

Answer: a

Explanation: It includes a code editor with features as texti cutting and pasting, searching and 
replacing text, automatic indenting, brace matching, syntax highlighting, and provides simple 
one-click mechanism to compile and uplaod programs to an Arduino board.

173. A program written with the IDE for Arduino is called _________

a) IDE source

b) Sketch

c) Cryptography

‘O’ LEVEL  M4-R5(IOT) FREE MCQS PDF                                   NAMO COMPUTER EDUCATION CENTER BANDA



Subscribe on you tube ----LuckyTech.com

d) Source code

Answer: b

Explanation: Sketches are saved on the development computer as text files with the file 
extension .ino. Arduino software (IDE) pre-1.0 saved sketches with the extension file .pde.

174. Arduino IDE consists of 2 functions. What are they?

a) Build() and loop()

b) Setup() and build()

c) Setup() and loop()

d) Loop() and build() and setup()

Answer: c

Explanation: Setup() is called once in the program when a sketch starts after power-up. It is 
used to initialixe variables, input and output pin modes, and other libraries needed in the 
sketch.

Loop() is used after setup() been called, function loop() is executed repeatedly in the main 
program. It controls the board until the board is powered off or is reset.

175. How many digital pins are there on the UNO board?

a) 14

b) 12

c) 16

d) 20

Answer: a

Explanation: It has 14 digital pins input/output pins of which 6 can be used as PWM output, 6 
analog inputs, a USB connection, a power jack, a reset button and more.

176. _________ board allows sewn into clothing.

a) UNO
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b) RedBoard

c) LilyPad

d) Mega

Answer: c

Explanation: LilyPad was creatively designed with large connecting pads and a flat back to 
allow them to be sewn into clothing with conductive thread.

177. How many analog pins are used in Arduino Mega board?

a) 16

b) 14

c) 12

d) 8

Answer: a

Explanation: It has lots of digital input/output pins, 14 can be used as PWM output 16 analog 
inputs, a USB connection, a power jack, and a reset button.

178. Which board is first to use microcontroller within build USB?

a) LilyPad

b) UNO

c) RedBoard

d) Leonardo

Answer: d

Explanation: The Leonard is Arduino’s first development board to use one microcontroller with
built-in USB. This means that it can be cheaper and simple, And also, code libraries are 
available which allow the board to emulate a computer keyboard etc.

179. ___________ are pre built circuit boards that fit on top of Android.

a) Sensor
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b) Data types

c) Breadboard

d) Sheilds

Answer: d

Explanation: Shields are pre- built circuit boards that fit on top of board and provide additional
capabilities like controlling motors, connecting to internet, providing cellular etc.

180. What is the processor used by ARM7?

a) 8-bit CISC

b) 8-bit RISC

c) 32-bit CISC

d) 32-bit RISC

Answer: d

Explanation: ARM7 is a group 32-bit RISC ARM processor cores licensed by ARM Holdings for 
microcontroller use.

181. What is the instruction set used by ARM7?

a) 16-bit instruction set

b) 32-bit instruction set

c) 64-bit instruction set

d) 8-bit instruction set

Answer: a

Explanation: ARM introduced the Thumb 16-bit instruction set providing improved code 
density compared to previous designs. The most widely used ARM7 designs implement the 
ARMv4T architecture, but some implement ARM3 or ARMv5TEJ.

182. How many registers are there in ARM7?

a) 35 register( 28 GPR and 7 SPR)
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b) 37 registers(28 GPR and 9 SPR)

c) 37 registers(31 GPR and 6 SPR)

d) 35 register(30 GPR and 5 SPR)

Answer: c

Explanation: ARM7TDMI has 37 registers(31 GPR and 6 SPR). All these designs use a Von 
Neumann architecture, thus the few versions comprising a cache do not separate data and 
instruction caches.

183. ARM7 has an in-built debugging device?

a) True

b) False

Answer: a

Explanation: Some ARM7 cores are obsolete. It had a JTAG based on-chip debugging; the 
preceding ARM6 cores did not support it. The “D” represented a JTAG TAP for debugging.

184. What is the capability of ARM7 f instruction for a second?

a) 110 MIPS

b) 150 MIPS

c) 125 MIPS

d) 130 MIPS

Answer: d

Explanation: It is a versatile device for mobile devices and other low power electronics. This 
processor architecture is capable of up to 130MIPS on a typical 0.13 um process.

185. We have no use of having silicon customization?

a) True

b) False

Answer: b
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Explanation: It achieve custom design goals, such as higher clock speed, very low power 
consumption, instruction set extension, optimization for size, debug support, etc.

186. Which of the following has the same instruction set as ARM7?

a) ARM6

b) ARMv3

c) ARM71a0

d) ARMv4T

Answer: b

Explanation: The original ARM7 was based on the earlier ARM6 design and used the same 
ARM3 instruction set.

187. What are t, d, m, I stands for in ARM7TDMI?

a) Timer, Debug, Multiplex, ICE

b) Thumb, Debug, Multiplier, ICE

c) Timer, Debug, Modulation, IS

d) Thumb, Debug, Multiplier, ICE

Answer: b

Explanation: The ARM7TDMI(ARM7 + 16 bit Thumb + JTAG Debug + fast Multiplier + enhanced 
ICE) processor implements the ARM4 instruction set.

188. ARM stands for _________

a) Advanced RISC Machine

b) Advanced RISC Methadology

c) Advanced Reduced Machine

d) Advanced Reduced Methadology

Answer: a
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Explanation: ARM, originally Acorn RISC Machine, later Advanced RISC Machine, is a family of 
reduced instruction set computing (RISC) architectures for computing processors.

189. What are the profiles for ARM architecture?

a) A,R

b) A,M

c) A,R,M

d) R,M

Answer: c

Explanation: ARMv7 defines 3 architecture “profiles”:

A-profile, Application profile

R-profile, Real-time profile

M-profile, Microcontroller profile.

190. ARM7DI operates in which mode?

a) Big Endian

b) Little Endian

c) Both big and little Endian

d) Neither big nor little Endian

Answer: c

Explanation: Big Endian configuration, when BIGEND signal is HIGH the processor treats bytes 
in memory as being in Big Endian format. When it is LOW memory is treated as little Endian.

191. In which of the following ARM processors virtual memory is present?

a) ARM7DI

b) ARM7TDMI-S

c) ARM7TDMI
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d) ARM7EJ-S

Answer: a

Explanation: ARM7DI is capable of running a virtual memory system. The abort input to the 
processor may be used by the memory manager to inform ARM7DI of page faults.

192. How many instructions pipelining is used in ARM7EJ-S?

a) 3-Stage

b) 4-Stage

c) 5-Stage

d)2-stage

Answer: c

Explanation: A five-stage pipelining is used, consisting of Fetch, Decode, Execute, Memory, and
Writeback stages. A six-stage pipelining is used in Jazelle state, consisting of Fetch, Jazelle, 
Execute, Memory, and Writeback stages.

193. How many bit data bus is used in ARM7EJ-s?

a) 32-bit

b) 16-bit

c) 8-bit

d) Both 16 and 32 bit

Answer: a

Explanation: The ARM7EJ-s processor has a Von Neumann architecture. This feature is a single 
32-bit data bus that carries both instructions and data. Only load, store, and swap instructions 
can access data from memory. Data can be 8- bit.

194. What is the cache memory for ARM710T?

a) 12Kb

b) 16Kb
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c) 32Kb

d) 8Kb

Answer: d

Explanation: The ARM710T is a general purpose 32-bit microprocessor with 8Kb cache, 
enlarged write buffer and memory management unit combined in a single chip.

195. Does Raspberry Pi need external hardware?

a) True

b) False

Answer: b

Explanation: The RPi can be used without additional hardware (except perhaps a power supply
of some kind), it won’t be much use as a general computer. As with any normal PC, it is likely 
you need some additional hardware.

196. Does RPi have an internal memory?

a) True

b) False

Answer: a

Explanation: The RPi has no internal storage or built-in operating system it requires an SD-card
that is set up to boot the RPi.

197. What do we use to connect TV to RPi?

a) Male HDMI

b) Female HDMI

c) Male HDMI and Adapter

d) Female HDMI and Adapter

Answer: c
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Explanation: HD TV’s and most LCD Monitors can be connected using a full-size male HDMI 
cable, and with an inexpensive adapter if DVI is used. HDMI version 1.4 cable is recommended.

198. How power supply is done to RPi?

a) USB connection

b) Internal battery

c) Charger

d) Adapter

Answer: a

Explanation: The unit uses a Micro USB connection to power itself (only the power pins are 
connected so it will not transfer data over the connection). A standard modern phone charger 
with a micro USB connector will do, but needs at least 700 mA at 5 volts.

199. What is the Ethernet/LAN cable used in RPi?

a) Cat5

b) Cat5e

c) Cat6

d) RJ45

Answer: d

Explanation: We can use an Ethernet cable or a USB Wifi adapter. The RPi ethernet port is 
auto-sensing which means that it may be connected to a router or directly to another 
computer (without the need for a crossover cable).

200. What are the parameters that are default values?

a) Port_Name and Bits

b) Speed and Port_Names

c) Speed and Parity

d) Stop bit and Flow Control
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Answer: b

Explanation: Port_Name: Linux automatically assigns different names for different types of 
serial connectors. For Standard Serial Port: ttyS0 … ttySn

USB Serial Port Adapter: ttyUSB0 … ttyUSBn

Speed: 115200.

201. What is the command used for easy using of GNU screen?

a) $useradd -G {dialout} your_name

b) Screen Port_Name115200

c) Minicom -b 115200 -o -D Port_Name

d) Prompt> # help

Answer: b

Explanation: This command is used to open and write or modify data on GNU screen and we 
should write in the terminal window.

202. Which instruction set architecture is used in Raspberry Pi?

a) X86

b) MSP

c) AVR

d) ARM

Answer: d

Explanation: ARM assembler is used in Raspberry Pi. Machine language is built up from 
discrete statements or instructions implemented by a particular processor.

203. What is the default user in Debain on Raspberry Pi?

a) Default

b) User
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c) Pi

d) Root

Answer: c

Explanation: Linux users. User management in Raspberry is done on the command line. The 
default user is Pi, and the password is raspberry. You can add users and change each user’s 
password.

204. What are the distributions are supported by raspberry Pi?

a) Arch Linux

b) Debain

c) Fedora Remix

d) Arch Linux, Debain, and Fedora Remix

Answer: d

Explanation: These all are the distributors that have Linux operating system which has default 
GUI for Fedora as Xfce, Mate, None-depends on spin.

205. What bit processor is used in Pi 3?

a) 64-bit

b) 32-bit

c) 128-bit

d) Both 64 and 32 bit

Answer: a

Explanation: The first is a next generation Quad Core Broadcom BCM2837 64-bit ARMv8 
processor, making the processor speed increase from 900MHz on the Pi 2 to up to 1.2GHz on 
the Pi 3.

206. What is the speed of operation in Pi 3?

a) 900MHz
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b) 1.2GHz

c) 1GHz

d) 500MHz

Answer: b

Explanation: The first is a next generation Quad Core Broadcom BCM2837 64-bit ARMv8 
processor, making the processor speed increase from 900MHz on the Pi 2 to up to 1.2GHz on 
the Pi 3.

207. WiFi is not present in which of the following models?

a) Raspberry Pi3

b) Raspberry Pi Zero WH

c) Raspberry Pi Zero W

d) Raspberry Pi Zero

Answer: d

Explanation: All the 3 has an inbuilt Wifi in which all of them works on 802.11 n. For Raspberry 
Pi Zero an external ESP2866 should be connected.

208. Does micro SD card present in all modules?

a) True

b) False

Answer: a

Explanation: All the products have an inbuilt memory as well as an extended memory.

209. How many USB ports are present in Raspberry Pi 3?

a) 5

b) 2

c) 4
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d) 3

Answer: c

Explanation: In Raspberry Pi3 there is an upgraded switched power source that goes up to 2.5 
Amps instead of just 2 Amps, allowing pi to power even more powerful devices over USB ports

210. What is the main programming language code developed by eclipse?

a) C

b) JAVA

c) C++

d) C/C++

Answer: b

Explanation: Eclipse is mostly written in Java and its primary use for development Java 
applications, but it may also be used to develop applications in other programming languages 
via plug-ins, including Ada, C, C++.

2011. What does an Eclipse IDE allows?

a) Editing the program

b) Compiling the program

c) Both editing and compiling

d) Editing, building, Debugging, Compiler

Answer: d

Explanation: An Integrated Development Environment is a software application that provides 
comprehensive facility to computer programmer for software development. An IDE normally 
consists of a source code editor, build automation tools and a debugger. Eclipse also has a 
compiler while some others do not provide it.

212. What is the scenario the IDE generally required?

a) Language support
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b) Visual programming

c) Attitude across different platforms

d) Out system platform

Answer: b

Explanation: Visual programming is a usage scenario in which an IDE is generally required. 
Visual basics allows user to create new applications by moving programming, building blocks, 
or code nodes to create flow chats or structure diagrams that are then compiled and 
interpreted.

213. What is Eclipse?

a) IDE

b) Software

c) GNU

d) Code base

Answer: a

Explanation: An Integrated Development Environment is a software application that provides 
comprehensive facilities to computer programmers for software development.

214. Eclipse is used to develop documents with LaTeX.

a) True

b) False

Answer: a

Explanation: Eclipse is used to develop documents with LaTeX, (via a TeXlipse plugin) and 
packages for the software Mathematica.

215. Development environment include the __________

a) Eclipse VisualAge

b) Classpath
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c) Eclipse JDT

d) IcedTea

Answer: c

Explanation: Development environment include the Eclipse Java development tools for Java 
and Scala, Eclipse CDT for c/c++, and eclipse PDT for PHP, among others.

216. The initial codebase is originated from ________

a) IBM VisualAge

b) Equinox

c) Borland VisualAge

d) Red Hat VisualAge

Answer: a

Explanation: The initial codebase originated from IBM VisualAge. The Eclipse software 
development kit, which includes the Java development tools, is meant for Java developers.

217. SDK stands for ________

a) Software Design Kit

b) Serial Development Kit

c) Software Development Kit

d) Serial Design Kit

Answer: c

Explanation: Eclipse software development kit is free and open source software released 
under the terms of the eclipse public license, although it is incompatible with the GNU General
Public License.

218. It was one of the first IDE to run under ________ and it runs without problem under 
IcedTea.

a) GNU General Public License
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b) Both GNU Classpath, GPL

c) Neither GNU nor GPL

d) GNU Classpath

Answer: d

Explanation: It was one of the first IDE to run under GNU Classpath and it runs without 
problem under IcedTea.

219. ACM stands for ________

a) Architecture for Computing Machinery

b) Association for Computing Machinery

c) Association for Cloud Machinery

d) Architecture for Cloud Machinery

Answer: b

Explanation: The Association for computing Machinery recognized Eclipse with the 2011 ACM 
Software Systems Award.

220. EPL stands for ________

a) Extended Public License

b) Extended Platform License

c) Eclipse Platform License

d) Eclipse Public License

Answer: d

Explanation: The Eclipse Public License is the fundamental license under which Eclipse projects
are released. Some projects require dual licensing, for which the Eclipse Distribution License is 
available.

221. Common Public License is re licensed under ________

a) Eclipse Public License
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b) General Public License

c) Eclipse Platform

d) Eclipse plug-in

Answer: a

Explanation: Eclipse was originally released under the Common Public License, but was later 
re-licensed under the Eclipse Public License. The Free Software Foundation has said licenses 
are free software licenses, but are incompatible with the GNU GPL.

222. UML stands for________

a) User Modeling Language

b) User Module Language

c) Unified Modeling Language

d) Unified Module Language

Answer: c

Explanation: One of the examples of plug-ins include for Unified Modeling Language, for 
sequence and other UML diagram, a plug in for DB Explorer, and many more.

223. The Eclipse SDK includes the Eclipse Java development tools.

a) True

b) False

Answer: a

Explanation: The Eclipse SDK includes the Eclipse Java development tools, offering an IDE with 
a built-in Java incremental compiler and a full model of the Java source files.

224. Which allows for advanced refactoring technique?

a) JDK

b) SDK

c) UML
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d) EPL

Answer: b

Explanation: The Eclipse SDK includes the Eclipse Java development tools, offering an IDE with 
a built-in Java incremental compiler and a full model of the Java source files. This allows for 
advanced refactoring technique and code analysis.

225. Which of the following is the professional kit?

a) PK52

b) CA51

c) A51

d) PK51

Answer: d

Explanation: Keil development tools for the Controller Architecture supports every level of a 
software developer. And PK51 is a professional kit.

226. Which of the following is the Compiler kit?

a) CA51

b) PK51

c) A51

d) A52

Answer: b

Explanation: Keil development tools for the Controller Architecture supports every level of a 
software developer. And PK51 is a Compiler Kit.

227. Which of the following is the Assembler kit?

a) PK51

b) CA51

c) A51
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d) A52

Answer: c

Explanation: Keil development tools for the Controller Architecture supports every level of a 
software developer. And PK51 is an Assembler Kit.

228. Does PK51 support extended memory derivatives?

a) True

b) False

Answer: a

Explanation: The PK51 Professional Kit for the 8051 microcontroller family supports all 8051 
derivatives including new devices with extended memory and instruction sets and classic 
devices and IP cores from companies like Analog Devices.

229. _______ is a complete line of home IoT devices that includes smart switches.

a) Awair

b) Canary

c) Belkin’s WeMo

d) Cinder

Answer: c

Explanation: Belkin’s WeMo is a complete line of home IoT devices that includes smart 
switches, cameras, lights, an air purifier and more. It allows the end user to control a lot of 
different devices with one smartphone app.

230. Which device is a home security system?

a) Belkin’s WeMo

b) Awair

c) Canary

d) Cinder
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Answer: c

Explanation: This home security system captures video and audio and sends alerts to your 
smartphone. It automatically knows when are home or away and you can also view the live 
video feed from phone.

231. _______ also offers a huge lineup of products related to home automation.

a) GE connected appliances

b) Honeywell

c) Eversense

d) Cinder

Answer: b

Explanation: Honeywell also offers a huge lineup of products related to home automation and 
security. It includes thermostats, GPS asset tracking, locks, lighting, video surveillance and 
more.

232. _______ is the best for Internet connected thermostat.

a) Honeywell

b) GE connected appliances

c) Eversense

d) Nest

Answer: d

Explanation: Nest is the best for Internet connected thermostat, but it also makes smoke and 
carbon monoxide detectors and cameras. Its products also integrates with IoT home 
automation products d=from a variety of other vendors.

233. _________ is known for its deadbolts and doorknobs.

a) GE connected appliances

b) Eversense
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c) Nest

d) Schlage

Answer: d

Explanation: Schlage is known for its deadbolts and doorknobs. It is getting ready for IoT era 
with two lines of smart home locks. It is a bluetooth enabled smart deadbolt that integrates 
with iOS devices.

234. MVS stands for ________

a) Microsoft Visual Studio

b) Memory Visual Studio

c) Microsoft Virtual Studio

d) Memory Virtual Studio

Answer: a

Explanation: In the mid-1990, a number of powerful commercial development environment 
were available; Microsoft Visual Studio was becoming a more general purpose tools platform.

235. IBM landscape contains ________ worlds.

a) 3

b) 2

c) 4

d) 5

Answer: b

Explanation: This landscape actually contained two worlds: one centered on tools that enabled
Microsoft’s direction on runtime execution support, the other focused on a more open 
industry approach centered on the java platform.

236. IBM Software Group began creating a development tool that eventually known as 
________
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a) Code Blocks

b) BlueJ

c) Android Studio

d) Eclipse

Answer: d

Explanation: IBM Software Group began creating a development tool that eventually known as
Eclipse. We first built a new Java IDE with resources from Object Technology International 
labs, along with the broader platform to go with it.

237. Vibrant ecosystem of third parties would be critical for achieving broad adoption of an 
eclipse.

a) True

b) False

Answer: a

Explanation: Vibrant ecosystem of third parties would be critical for achieving broad adoption 
of an eclipse. But business partners were initially reluctant to invest in our platforms.

238. The consortium’s operating principles assured that open source community would 
control ________

a) Code

b) Consortium

c) Both code, consortium

d) Neither code nor consortium

Answer: c

Explanation: The consortium’s operating principles assured that open source community 
would control the code and the commercial consortium would drive “marketing” and 
commercial relations.
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239. Tools that you develop can plug into the workbench using well defined hooks called 
________

a) SDK

b) Extension Point

c) JDK

d) GNU

Answer: b

Explanation: The eclipse platform uses the model of a common workbench to integrate the 
tools from the end user’s point of view. Tools that you develop can plug into the workbench 
using well defined hooks called Extension Point.

240. The eclipse platform defines pen architecture.

a) True

b) False

Answer: a

Explanation: The eclipse platform defines pen architecture so that each plug-in development 
team can focus on their area of expertise.

241. Repository experts build ________ and the usability experts build ________

a) Back end, End user

b) Front end and End user

c) Back user, Front user

d) Back end , Front end

Answer: d

Explanation: Repository experts build back ends and the usability experts build end user tools. 
If the platform is designed well, significant new features and levels of integration can be added
without impact to other tools.
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242. The platform itself is built in layers of plug-ins.

a) True

b) False

Answer: a

Explanation: The platform itself is built in layers of plug-ins, each one defining extension points
of lower level plug-ins, and turn defining their own extension points for further customization.

243. The ________ is responsible for defining a structure for plug-ins.

a) Editors

b) Standard Widget Toolkit

c) Runtime

d) JFace UI

Answer: c

Explanation: The eclipse runtime defines the plug-ins on which all other plug-ins depends. The 
runtime is responsible for defining a structure for plug-ins and the implementation detail 
behind them.

244. The workbench UI is ________

a) Plug-in

b) IDE

c) GNU

d) Codebase

Answer: a

Explanation: The workbench UI is contributed by one such plug-in. When you start up the 
workbench, you are not starting up a single Java program, You are activating a platform 
runtime.

245. The ________ is a cockpit for navigating all the functionality provided by plug-ins.
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a) IDE

b) Workbench

c) GNU

d) Codebase

Answer: b

Explanation: The workbench is a cockpit for navigating all the functionality provided by plug-
ins. By using the workbench, we can navigate resources and we can view and edit the content 
and properties.

13. The workbench is just a frame.

a) True

b) False

Answer: a

Explanation: The workbench is just a frame that can present various visual parts. These parts 
fall into two major categories:

Views

Editors.

246. ________ allow the user to edit something in the workbench.

a) View

b) Workbench

c) Codebase

d) Editor

Answer: d

Explanation: Editors allow the users to edit something in the workbench. Editors are 
document-centrist, much like a file system editor.

247. ________ provide about some objects that the user is working with in the workbench.
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a) Editor

b) View

c) Workbench

d) Codebase

Answer: b

Explanation: View provide information about some object that the user is working with in the 
workbench. Views often change their content as the user selects different objects in the 
workbench.

248. What is the use of Thermostat in Nest Thermostat E?

a) Save energy

b) Show the use of energy

c) Supports in some devices only

d) Won’t work at some conditions

Answer: a

Explanation: The thermostat controls half of our energy bills. Independent studies shows that 
Nest saved people an average of 10% to 20% on heating and 15% on cooling.

249. What is the main function of Nest Thermostat E?

a) Change the temperature only when we are at home

b) Reduce the energy used

c) Change the temperature from anywhere

d) Powers off when a person is not present

Answer: c

Explanation: Its energy saving feature can help in save from day one. And with the nest app we
can change the temperature from anywhere-the beach, the office or the bed.

250. It displays when you are close.
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a) True

b) False

Answer: a

Explanation: The frosted display blends into the background. It shows only when your close, 
and fades into the background when you walk away.

251. Does HomePod allow voice controlling?

a) True

b) False

Answer: a

Explanation: HomePod is a smart speaker that focuses on playing music and allows users to 
control the device via voice using Siri.

252. Function of huge light bulb?

a) To reduce energy and to control lightning

b) To create lighting scenes based on your favourite photos

c) To reduce energy and to create lighting scenes based on your favourite photos and to 
control lightning

d) To controlling lightning and to create lighting scenes based on your favourite photos

Answer: c

Explanation: A single bridge will let you control up to 50 bulbs and you will be able to create 
lighting scenes based on your favourite photos. Obviously, the lightning is controlling from 
your smart phone or tablet. They are said to help use of 80% less energy than our traditional 
bulbs.

253. What is the drawback of using Lockitron?

a) Wastage of more energy

b) Supports in some devices only
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c) Won’t work at some conditions

d) Tough installation

Answer: b

Explanation: Lockitron is a device which ensures key less entry inside our home using our 
home. We can also monitor to see if the door is locked. And if not it will send a notification 
when it is unlocked. The drawback is that it will work only with iphone 4s or iphone 5.

254. Sonos is a system that uses ________ wireless speakers.

a) Wifi

b) Hifi

c) Zigbee

d) Bluetooth

Answer: b

Explanation: Sonos is a system of Hifi wireless speakers and audio components that combines 
all your music collections, radio or podcasts in a single app.

255. What is the facility Sonos provides?

a) It provides high quality 3D audio

b) Can here only to a restricted area

c) Call connectivity

d) Choose to play what you want in different rooms

Answer: d

Explanation: We can choose to play what you want in different rooms by using a dedicated 
wireless network. Sonos has got a wide collection of products for music fans, from speakers to 
sound bars, so head.

256. Smart Fitness clothing mainly has which device?

a) Battery

‘O’ LEVEL  M4-R5(IOT) FREE MCQS PDF                                   NAMO COMPUTER EDUCATION CENTER BANDA



Subscribe on you tube ----LuckyTech.com

b) Bluetooth

c) Sensors

d) Internet

Answer: c

Explanation: Each garment has a built in sensor which measures muscle activity using 
electromyography. This information is relayed to the “IRON MAN” hub, which we can attach to
our leg or chest.

257. What are Revolv means?

a) In built programming of all devices

b) Movement of device

c) A simple robot

d) Bringing all devices under a single command

Answer: d

Explanation: Revolv is a platform that brings more devices together under a single command 
centre. We can control the lightning in our room our Apple TV, heating and much more.

258. Which devices measures gases or liquid?

a) Proximity sensor

b) Pressure sensor

c) Temperature sensor

d) Touch sensor

Answer: b

Explanation: The pressure sensor is a device for pressure measurement of gases or liquid. 
Pressure is an expression of the force required to stop a fluid from expanding.

259. Which sensor measures the pressure relative to perfect vacuum?

a) Absolute pressure sensor
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b) Gauge pressure sensor

c) Vacuum pressure sensor

d) Differential pressure sensor

Answer: a

Explanation: Pressure sensor can be classified in terms of pressure ranges they measure, 
temperature ranges of operation, and most importantly the type of pressure they measure. 
Absolute pressure sensor is a sensor that measures the pressure relative to perfect vacuum.

260. Which sensor measure the pressure relative to atmospheric pressure?

a) Absolute pressure sensor

b) Gauge pressure sensor

c) Vacuum pressure sensor

d) Differential pressure sensor

Answer: b

Explanation: This sensor measures the pressure relative to atmospheric pressure. A tire 
pressure gauge is an example of gauge pressure measurement; when it indicates zero, then 
the pressure it is measuring is the same as the ambient pressure.

261. Barometer is which type of sensor________

a) Pressure sensor

b) Touch sensor

c) Temperature sensor

d) Humidity sensor

Answer: a

Explanation: Barometers and pressure gauges are the most popular sensors used for IOT 
ecosystem. Barometers are an absolute help in weather forecasting as in accurately measures 
the ambient air.
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262. Touch screen devices use which sensor?

a) Touch sensor

b) Temperature sensor

c) Humidity sensor

d) Pressure sensor

Answer: d

Explanation: Pressure sensors are ultimate solution for IOT as they can be used in various 
areas such as touch screen devices.

263. What is the stability of pressure sensor?

a) +/-0.75% FS

b) +/-0.5% FS

c) +/- 0.35% FS

d) +/-0.125% FS

Answer: c

Explanation: One of the main feature of pressure sensor is its stability which is +/-0.35% FS(Full
Scale).

264. What is the operating voltage of pressure sensor?

a) 3.5v

b) 1.5v

c) 5v

d) 3v

Answer: d

Explanation: The pressure sensor has and absolute pressure of 1.2 bar to 10 bar. The typical 
operating system is 3v. With a supply voltage of 5v they offer sensitivities of between 15 
mV/bar and 80 mV/bar, depending on type.
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265. The feature of c39 is its low insertion height.

a) True

b) False

Answer: a

Explanation: The c39 is especially suitable for IOT and consumer applications. One feature of 
c39 is its low insertion height of just 0.24mm, which makes the low-profile MEMS pressure 
sensor die ideal for applications in smartphones and wearables.

266. What is the absolute pressure of c39?

a) 2.0 bar

b) 1.5 bar

c) 1.2 bar

d) 1.35 bar

Answer: c

Explanation: The c39 is designed for an absolute pressure of 1.2 bar and, like the c33 series, 
offers long-term stability of +/-0.35% FS.

267. Which pressure standard is used for gauge?

a) Dead-weight tester

b) Manometer

c) Pressure switches

d) Stain gauge pressure sensor

Answer: b

Explanation: A mercury manometer is a simple pressure standard and may be used for gauge, 
differential, and absolute measurements with a suitable reference.

268. Pressure measured relative to perfect vacuum is termed as ______

a) Absolute Pressure Measurement
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b) Differential Pressure Measurement

c) Gauge Pressure Measurement

d) Both Absolute and Differential

Answer: a

Explanation: Pressure measured relative to perfect vacuum is termed as Absolute Pressure 
Measurement. Perfect vacuum is a condition where there is no matter present in the 
atmosphere and hence nil air pressure exits in that region.

269. In which pressure measurement, pressure of two distinct positions are compared?

a) Absolute Pressure Measurement

b) Differential Pressure Measurement

c) Gauge Pressure Measurement

d) Both Absolute and Differential

Answer: b

Explanation: In differential pressure measurement, pressure of two distinct positions are 
compared. For example, pressure difference calculated by measuring it at different floors of a 
tall building will give us differential pressure.

270. ______ can be defined as a subtype of differential pressure measurement.

a) Absolute Pressure Measurement

b) Differential Pressure Measurement

c) Gauge Pressure Measurement

d) Both Absolute and Differential

Answer: c

Explanation: Gauge Pressure Measurement is defined as subtype of differential pressure 
measurement where we compare pressure pressure at any point to the current atmospheric 
pressure. Gauge Pressure measurement is used in applications like tire pressure of blood 
pressure measurement.
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271. The computer devices and smart phones that have _______ with pressure sensor.

a) Automotive Industry

b) Industrial

c) Aviation

d) Touch screen

Answer: d

Explanation: The computer devices and smart phones that have touch screen display with 
pressure sensor. Whenever slight pressure is applied on touch screen through a finger, the 
sensor determines where it has been applied.

272. In which place the pressure sensor is needed for monitoring gases and their partial 
pressures.

a) Touch screen

b) Automotive Industry

c) Industrial

d) Aviation

Answer: c

Explanation: Pressure sensors are used to monitor gases and their partial pressures in 
industrial units so that the large chemical reactions take place in precisely controlled 
environmental conditions.

273. Which sensor can detect nearby objects?

a) Proximity sensor

b) Humidity sensor

c) Touch sensor

d) Pressure sensor

Answer: a
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Explanation: A proximity sensor is a sensor able to detect the presence of nearby objects 
without any physical contact. A proximity sensor often emits an electromagnetic field or a 
beam of electromagnetic radiation, and looks for a change in the return signal.

274. The monitoring of machines, gears and objects are achieved by which sensor?

a) Humidity sensor

b) Proximity sensor

c) Touch sensor

d) Pressure sensor

Answer: b

Explanation: The monitoring of machines, gears and objects are achieved precisely by the 
IOT(INTERNET OF THINGS) wireless proximity sensors. They use in industries ranging from 
robotics to machine tools, from measuring instruments to assembly lines, from food sector to 
chemical industry, etc.

275. Which proximity sensor detects metal objects?

a) Capacitive Proximity Sensor

b) Magnetic Proximity Sensor

c) Ultrasonic Proximity Sensor

d) Inductive Proximity Sensor

Answer: d

Explanation: Different proximity sensor targets demand different sensors. The different types 
of proximity sensors are: Inductive, Capacitive, Ultrasonic, Photoelectric, Magnetic, etc.

276. Which proximity sensor indicates level?

a) Inductive Proximity Sensor

b) Capacitive Proximity Sensor

c) Magnetic Proximity Sensor
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d) Ultrasonic Proximity Sensor

Answer: a

Explanation: Capacitive Proximity Sensor indicates level and the fill amount present in 
containers, behind covering. They are used to track all objects including non-metallic ones.

277. Which proximity sensors are used in automotive?

a) Inductive Proximity Sensor

b) Capacitive Proximity Sensor

c) Magnetic Proximity Sensor

d) Ultrasonic Proximity Sensor

Answer: d

Explanation: They are widely used in automotive such as parking sensors. Ultrasonic Proximity 
Sensors are used in automotive.

278. Which proximity sensor detects positioning of an object?

a) Inductive Proximity Sensor

b) Capacitive Proximity Sensor

c) Optical Proximity Sensor

d) Magnetic Proximity Sensor

Answer: c

Explanation: They recognize, for non-contact and precisely, the positioning of the object.

279. Are proximity sensors used in retail settings?

a) True

b) False

Answer: a
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Explanation: A retailer can use a customer’s proximity to a product to send deals and coupons 
directly to their smart phone.

280. VCNL4100CT allows the proximity detection up to________

a) 2 meter

b) 1 meters

c) 0.5 meters

d) 1.5 meters

Answer: b

Explanation: VCNL4100CT expand the range of applications by introducing a high-power IR 
emitter that allows proximity detection up to one meter.

281. Which protocol is used by proximity sensor?

a) I2C

b) SPI

c) UART/USART

d) CAN

Answer: a

Explanation: Microcontroller communication is via standard I2C, where the host can set 
measurement parameters and request results. If desired, programmable threshold allow the 
VCNL4100 to interrupt the host once threshold values are crossed, thereby minimizing device 
polling.

282. Does proximity sensor have a temperature sensor in it?

a) True

b) False

Answer: a
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Explanation: A buit-in temperature sensor is used by the signal processing circuitry to provide 
stable outputs across the temperature range -40 oC to +85oC.

283. Which device generates output signal when metal objects are either inside or entering 
into sensing area.

a) Capacitive Proximity

b) Magnetic Proximity

c) Inductive proximity

d) Parallel Proximity

Answer: a

Explanation: Device which generates output signal electrical signal when metal objects are 
either inside or entering into its sensing area from an direction.

284. ________ detects metals but along with it can also detect resins, liquids.

a) Inductive proximity

b) Capacitive Proximity

c) Magnetic Proximity

d) Parallel Proximity

Answer: b

Explanation: Capacitive Proximity can also detect metals but along with it can also detect 
resins, liquids, powders, etc. This sensor working can vary accordingly covering material, cable 
longness, noise sensitivity.

285. _________ sensors have no electrical noise effect and it can work DC.

a) Inductive proximity

b) Capacitive Proximity

c) Magnetic Proximity

d) Parallel Proximity
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Answer: c

Explanation: Magnetic proximity sensors have no electrical noise effect and it can work on DC, 
AC, AC/DC.

286. What is the sensing range for magnetic proximity sensors?

a) 120mm

b) 90mm

c) 150mm

d) 100mm

Answer: a

Explanation: Magnetic proximity sensors have no electrical noise effect and it can work on DC, 
AC, AC/DC. These types of sensors have highest sensing range upto 120mm.

287. What is the sensing range for capacitive proximity sensors?

a) 150mm

b) 25mm

c) 120mm

d) 100mm

Answer: c

Explanation: Capacitive Proximity can also detect metals but along with it can also detect 
resins, liquids, powders, etc. This sensor working can vary accordingly covering material, cable 
longness, noise sensitivity.Its maximum range of sensing is 25mm.

288. Which axis accelerometer is mostly used in IOT?

a) 2- axis

b) 3- axis

c) 1- axis

d) Combination of all
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Answer: b

Explanation: It uses 3-axis accelerometer. It detect orientation, shake, tap, double tap, fall, tilt,
motion, positioning, shock or vibration.

289. Accelerometer is the measurement of ________

a) Velocity/time

b) Energy/time

c) Height/time

d) Angle/time

View Answer

Answer: a

Explanation: Accelerometer is the measurement of the change in velocity or speed divided by 
time. For example, a car accelerating from a standstill to 60mph in 60 seconds is determined 
to have an acceleration of 10mph per second(60/6).

290. What is the use of accelerometer in laptops?

a) To rotate the screen

b) To protect hard drives from damage

c) To get the angle on monitor

d) To get the linear acceleration

Answer: b

Explanation: Accelerometer in laptops protect hard drives from damage. If the laptop were to 
suddenly drop while in use, the accelerometer would detect the sudden free fall and 
immediately turn off the hard drive to avoid hitting the reading heads into the hard drive 
platter.

291. Are accelerometer used in cars?
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a) True

b) False

Answer: a

Explanation: Accelerometers are likewise used in cars as the industry method way of detecting
car crashes and deploying airbags almost instantaneously.

292. How many and what are the parts that are present in the accelerometer sensor?

a) 1, capacitor sensor

b) 3, piezoelectric effect, Analog display, digital display

c) 2, piezoelectric effect and capacitor sensor

d) 2, Capacitor sensor, digital Display

Answer: c

Explanation: The accelerometer consists of many different parts and work in many ways, two 
of which are piezoelectric effect and the capacitor sensor. The piezoelectric effect is the most 
common form of accelerometer and uses microscopic crystal structures that become stressed 
due to accelerative forces.

The capacitance accelerometer senses changes in capacitance between micro structures 
located next to the device.

293. The BGM160 gyroscope sensor is fitted with ________ interfaces.

a) Only SPI

b) Only I2C

c) SPI and UART

d) SPI and I2C

Answer: d

Explanation: The BGM160 is fitted with digital bi-directional SPI and I2C interfaces for optimum
system integration, which require 3.3v operation.
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294. Gyroscope is used for_________

a) Anti-theft

b) Capacitive proximity sensing

c) Gaming

d) Angle detection

Answer: c

Explanation: Gyroscope is mainly used in 3D mouse, games and athlete training. Gyroscope is 
also used in navigation, Remote control, notebooks and ultrabooks.

295. Gyroscope is used to measure_________

a) Linear Acceleration

b) Angular velocity

c) Angular velocity and linear acceleration

d) Linear velocity

Answer: b

Explanation: Gyroscope is used to measure angular velocity. Gyroscopes aimed to create 
smaller and more sensitive devices.

296. What is the rate noise density of gyroscope?

a) 0.011 dps/√Hz

b) 0.0011 dps/√Hz

c) 1.11 dps/√Hz

d) 11.1 dps/√Hz

Answer: a

Explanation: Gyroscopes offer superior stability over time and temperature, with a rate noise 
density up to 0.011 dps/√Hz. This guarantees the level of accuracy required by the most of the 
advanced motion-based applications.
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297. How many sensing structures are there in gyroscope sensor?

a) Two structures

b) Three structures

c) Depending on application

d) Single structure

Answer: d

Explanation: The 3-axis gyroscopes have a single sensing structure for motion measurement 
along all three orthogonal axis, while other solutions on the market relay on two or three 
independent structures.

298. Theory behind working of accelerometer can be understood from ________

a) Rotary

b) Liner

c) Newtonian mechanism

d) Reciprocating

Answer: c

Explanation: Theory behind working of accelerometer can be understood from mechanical 
model of accelerometer, using Newtonian mechanics. The sensing element essentially is a 
proof mass.

299. ________ is included in a system to provide desirable damping effect.

a) Speedometer

b) Seismic

c) Damper

d) Dashpot

Answer: d
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Explanation: A dashpot is also included in a system to provide desirable damping effect. The 
dashpot is attached between the mass and the casing.

300. Displacement and acceleration are related by fundamental scaling law.

a) True

b) False

Answer: a

Explanation: Displacement and acceleration are related by fundamental scaling law. A higher 
resonant frequency implies less displacement or low sensitivity.

301. ________ sensor is used for tracking rotation or twist.

a) Gyroscope

b) Temperature

c) Pressure

d) Proximity

Answer: a

Explanation: Accelerometers in mobile phones are used to detect the orientation of the 
phone. The gyroscope adds an additional dimension to the information supplied by the 
accelerometer by tracking rotation or twist.

302. Ring laser type gyroscope operates based on _________ principle.

a) Damper

b) Sagnac

c) Seismic

d) Dashpot

Answer: b
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Explanation: Ring laser type gyroscope operates based on sagnac effect. Sagnac involves 
splitting a beam of light in two and sending them through different opposite paths and then 
creating interference between the two beams.

303. Other name for tactile sensor is______________

a) Pressure sensor

b) Humidity sensor

c) Touch sensor

d) Temperature sensor

Answer: c

Explanation: Touch sensors are also called as tactile sensor and are sensitive to touch, force or 
pressure. These are one of the simplest and useful sensors.

304. How many types of touch sensors are present?

a) 2 types

b) 3 types

c) 4 types

d) 5 types

Answer: a

Explanation: There are two types of sensors: capacitive sensor

Resistive sensor.

305. Which sensor is used in mobile phones?

a) Capacitive touch sensor

b) Temperature sensor

c) Humidity sensor

d) Weight sensor
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Answer: a

Explanation: Capacitive touch sensors are widely used in most of the portable devices like 
mobile phones and MP3 players. The reason for this development is durability, robustness, 
attractive product design and cost.

306. Capacitive touch sensor has moving parts.

a) True

b) False

Answer: b

Explanation: Touch sensor, unlike mechanical devices, do not contain moving parts. Hence, 
they are more durable than mechanical input devices.

307. How many types the capacitive touch sensors are classified?

a) 1 type

b) 2 types

c) 3 types

d) 4 types

Answer: b

Explanation: There are two types of capacitive touch sensors

1. surface capacitive sensing

2. Projected capacitive sensing

In surface capacitive sensing, an insulator is applied with a conductive coating on one side of 
its surface.

In projected capacitive sensing, the whole surface is not changed, but an X-Y grid conductive 
material is placed between two insulating materials.

308. Resistive touch sensor is used for longer time than capacitive touch sensor.

a) True
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b) False

Answer: a

Explanation: Resistive touch sensors are used for a longer time than capacitive solutions as 
they are simple control circuits. A resistive touch sensor does not depend on the electrical 
property of capacitance.

309. How many types of sensors are there in resistive touch sensor?

a) 2 types

b) 3 types

c) 4 types

d) 5 types

Answer: b

Explanation: There are three types of resistive touch sensors: 4-wire, 5-wire, 8-wire.

4-wire resistive touch sensor is most cost effective. 5-wire resistive touch sensors are most 
durable. 8-wire resistive touch sensor, each edge of the sensor provides a sensing line.

310. Which touchscreen is coated with a transparent material?

a) Capacitive touchscreen

b) SAW

c) Infrared

d) Resistive touchscreen

Answer: d

Explanation: The inside surface is coated with a transparent material that makes electrical 
contact when pressure is applied. Whilst resistive screens are durable and easy to integrate, 
they can only offer 75% clarity.

311. Which touchscreen offers 75% clarity?

a) Resistive touchscreen
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b) Capacitive touchscreen

c) SAW

d) Infrared

Answer: a

Explanation: The inside surface is coated with a transparent material that makes electrical 
contact when pressure is applied. Whilst resistive screens are durable and easy to integrate, 
they can only offer 75% clarity.

312. Which touchscreen is used for industrial purpose?

a) Resistive touchscreen

b) Capacitive touchscreen

c) SAW

d) Infrared

Answer: b

Explanation: Commonly utilized for industrial purpose, capacitive touch screen consists of a 
glass overlay, coated with a conductive material such as Indium Tin Oxide.

313. SAW expanded as?

a) Surface Arrangement Wave

b) Screen Acoustic Wave

c) Screen Arrangement Wave

d) Surface Acoustic Wave

Answer: d

Explanation: SAW touch screen technology is based upon two transducers and a reflector 
placed on the glass surface. The wave is dispersed across the screen by bouncing off the 
reflector arrangement and received by the transducers.

314. Which touchscreen technology does not incorporate an overlay.
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a) Resistive touchscreen

b) Infrared

c) Capacitive touchscreen

d) SAW

Answer: b

Explanation: Infrared touch screen technology does not incorporate an overlay. Instead, a 
frame surrounding the display consists of LEDs on one side and phototransistor detector on 
the other.

315. Which touch screen technology is popular for its versatility?

a) Resistive touchscreen

b) Capacitive touchscreen

c) SAW

d) Optical Imaging

Answer: d

Explanation: This touch screen technology is popular for its versatility and scalability. Optical 
imaging relies on infrared lights.

316. Which touchscreen is made up a glass overlay.

a) Resistive touchscreen

b) Capacitive touchscreen

c) APR

d) SAW

Answer: c

Explanation: An APR touch screen is made up a glass overlay and four transducers attached to 
the back exterior. When the screen is touched, the friction creates acoustic waves.

317. Are APR touch screens touch resistances?
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a) True

b) False

Answer: a

Explanation: An APR touch screen is made up a glass overlay and four transducers attached to 
the back exterior. When the screen is touched, the friction creates acoustic waves. APR touch 
screens are water resistance, durable and scalable.

318. What is ESP8266?

a) WIFI module

b) Sensor

c) Board

d) USB cable

View Answer

Answer: a

Explanation: The ESP8266 WIFI module is used to make an IOT device that plots temperature 
data on the web.

319. which sensor is LM35?

a) Pressure sensor

b) Humidity sensor

c) Temperature sensor

d) Touch sensor

Answer: c

Explanation: LM35 is a temperature sensor which has 3 legs(Vcc, Vout, GND).

320. How many pins does temperature sensor have?

a) 5 legs
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b) 2 legs

c) 4 legs

d) 3 legs

Answer: d

Explanation: The temperature sensor LM35 have 3 legs, the first leg is Vcc, you can connect 
this to the 3.3V. The middle leg is Vout, where the temperature is read from.

321. Monnit temperature sensor is used for what?

a) Accurate results

b) To measure the temperature at high degree

c) Temperature sensor

d) Pressure sensor

Answer: a

Explanation: Monnit wireless temperature sensor use a thermistor to accurately measure 
temperature. These sensors are perfect for monitoring ambient temperatures around the 
sensors physical location.

322. Which of the following is the Wireless battery-free sensor?

a) LM35

b) RFM3200

c) ESP8266

d) DHT11

Answer: b

Explanation: RFM3200 is a wireless battery-free temperature sensor. This flexible sensor is 
designed to monitor the environment and material temperature in a wide range of settings.

323. Which sensor is used for monitor electric distribution and switching equipment 
temperature?
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a) LM35

b) ESP8266

c) DHT11

d) RFM3200

Answer: d

Explanation: It is a battery-free sensor. This lug mounted sensor is designed to monitor electric
distribution and switching equipment temperatures. Typical applications include building 
power distributions, data centers, etc.

324. Electric motor protection has which sensor?

a) Pressure sensor

b) Touch sensor

c) Temperature sensor

d) Humidity sensor

Answer: c

Explanation: Electric motor protection has a temperature sensor in it to verify the temperature
which is exceeding its limits or not.

325. What is DS18B20?

a) Pressure sensor

b) Touch sensor

c) Humidity sensor

d) Temperature sensor

Answer: d

Explanation: It measures temperature and sends an email if the temperature goes under a 
threshold.

326. What is STSC1?
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a) Pressure sensor

b) Temperature sensor

c) Touch sensor

d) Humidity sensor

Answer: b

Explanation: The STSC1 focuses on the application that requires very precise temperature 
measurement. It is suitable for consumer electronics, Internet of Things and smart home 
applications, as well as for data loggers and thermostats.

327. Line of sight of wireless sensor tag is ________

a) 750ft

b) 700ft

c) 500ft

d) 550ft

Answer: b

Explanation: Line of sight range up to 700 ft, requires Ethernet hub. Temperature logging and 
notification with 0.02oC resolution is temperature sensor.

328. A ________ is thermally sensitive resistor that exhibits a large change in resistance.

a) Thermistor

b) Resistance Thermometer

c) Thermo couple

d) Semiconductor based sensor

Answer: a

Explanation: A thermistor is a thermally sensitive resistor that exhibits a large, predictable, and
precise change in resistance correlated to variations in temperature.
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329. ________ measures temperature by correlating the resistance of the RTD with 
temperature.

a) Thermistor

b) Resistance Thermometer

c) Thermo couple

d) Semiconductor based sensor

Answer: b

Explanation: An RTD, measures temperature by correlating the resistance of the RTD with 
temperature. An RTD consists of a film or, for greater accuracy, a wire wrapped around a 
ceramic or glass core.

330. ________ consists of two different metals connected at two points.

a) Thermistor

b) Resistance Thermometer

c) Thermocouple

d) Semiconductor based sensor

Answer: c

Explanation: Thermocouple consists of two different metals connected at two points. The 
varying voltage between these two points reflects proportional changes in temperature.

331. Which type of temperature sensor is placed in Integrated Circuits?

a) Thermistor

b) Resistance Thermometer

c) Thermocouple

d) Semiconductor based sensor

Answer: d
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Explanation: A semiconductor based temperature sensor is placed on Integrated Circuits. They 
are linear but have the lowest accuracy.

332. Which sensor is linear and low accuracy?

a) Thermistor

b) Resistance Thermometer

c) Thermocouple

d) Semiconductor based sensor

Answer: d

Explanation: A semiconductor based temperature sensor is placed on Integrated Circuits. They 
are linear but have the lowest accuracy.

333. Quantization is the method used for conversion?

a) True

b) False

Answer: a

Explanation: The conversion involves quantization of the input, is it necessarily introduces a 
small amount of error. Furthermore, instead of continuously performing the conversion, an 
ADC does the conversion periodically, sampling the input.

334. ENOB stands for_________

a) Effective no of bits

b) Effective no of bytes

c) Efficient no of bits

d) Efficient no of bytes

Answer: a
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Explanation: The dynamic range of an ADC is often summarized in terms ofits effective no of 
bits(ENOB), the number of bits of each measure it returns that are on average not noise. An 
ideal ADC has an ENOB equal to its resolution.

335. Perfect resolution is possible when?

a) sampling rate greater than thrice the bandwidth of the signal

b) sampling rate greater than twice the bandwidth of the signal

c) sampling rate less than twice the bandwidth of the signal

d) sampling rate less than thrice the bandwidth of the signal

Answer: b

Explanation: If an ADC operates at the sampling rate greater than twice the bandwidth of the 
signal, then perfect reconstruction is possible given an ideal ADC and neglecting quantization 
error.

336. Resolution is expressed in __________

a) Bytes

b) Bits

c) Word

d) Nibble

Answer: b

Explanation: The values are usually stored electronically in binary form, so the resolution is 
usually expressed in bits.

337. The discrete levels available are_________

a) Sides

b) Edges

c) Levels

d) Bytes
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Answer: c

Explanation: The number of discrete values available, or levels, is assumed to be power of two.

338. Resolution is expressed in terms of_________

a) Milli volts

b) Ampere

c) Milli ampere

d) Volts

Answer: d

Explanation: Resolution can also be defined electrically, and expressed in volts. The minimum 
change in voltage required to guarantee a change in the output code level is called least 
significant bit.

339. The rate of new values is called the sampling rate or sampling frequency.

a) True

b) False

Answer: a

Explanation: The analog signal is continuous I time and it is necessary to convert this to a flow 
of digital values. It is therefore required to define the rate at which new digital values are 
sampled from the analog signal. The rate of new values is called the sampling rate or sampling 
frequency of the converter.

340. How many common ways are there for implementing an ADC?

a) 2 ways

b) 5 ways

c) 8 ways

d) 10 ways

Answer: d
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Explanation: The most common ways for implementing ADC are direct conversion, successive 
approximation, ramp compare, Wilkinson, integrating, delta encoded, pipelined, sigma delta, 
time interleaved, intermediate FM stage, other types.

341. Other name for data conversion is ________

a) Flash ADC

b) Wilkinson

c) Sigma delta

d) Ramp compare

Answer: a

Explanation: A direct conversion ADC or flash ADC has a bank of comparators sampling the 
input signal in parallel, each firing for their decoded voltage range.

342. Which ADC narrows the range?

a) Flash ADC

b) Wilkinson

c) Sigma delta

d) Successive approximation

Answer: d

Explanation: A successive approximation ADC uses a comparator to successively narrow a 
range that contains the input voltage.

343. Clock jitters is caused by __________

a) Sampling rate

b) Spectrum

c) Phase noise

d) Sampling frequency

Answer: c
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Explanation: Clock jitter is caused by phase noise. Phase noise is the frequency domain 
representation of rapid, short term, random fluctuations in the phase of a waveform, caused 
by time domain instabilities.

344. The analog signal is __________ in __________

a) Continuous, frequency

b) Continuous, time

c) Discrete, frequency

d) Discrete, time

Answer: b

Explanation: The analog signal is continuous in time and it is necessary to convert this to a flow
of digital values.

345. Sample and hold circuit is a _______ circuit.

a) Analog device

b) Digital device

c) Both analog and digital

d) Neither analog nor digital

Answer: a

Explanation: An input circuit called a sample and hold performs task, most cases by using a 
capacitor to store the analog voltage at the input, and using an electronic switch or gate to 
disconnect the capacitor from the input.

346. Nyquist rate is defined as ___________

a) twice the lowest frequency

b) trice the highest frequency

c) twice the highest frequency

d) trice the lowest frequency
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Answer: c

Explanation: Nyqist rate, defined as twice the highest frequency of interest, then all 
frequencies in the signal can be reconstructed.

347. To avoid aliasing we use a __________ filter.

a) Digital filter

b) Aliasing filter

c) Analog filter

d) Anti-aliasing filter

Answer: d

Explanation: To avoid aliasing, the input to an ADC must be low pass filtered to remove 
frequencies above half the sampling rate. This filter is called an anti-aliasing filter.

348. DHT11 is __________ sensor.

a) Proximity sensor

b) Humidity sensor

c) Touch sensor

d) Pressure sensor

Answer: b

Explanation: We can read data from any sensor and analyse it graphically from anywhere in 
the world. Here, we can read temperature and humidity data from DHT11 sensor and upload it
to a Think speak cloud using Arduino Uno.

349. What is ESP8266?

a) Sensor

b) WIFI module

c) Board

d) USB cable
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Answer: b

Explanation: ESP8266 is a WIFI module, which is serial. And also it is small, cheap, and easy to 
use.

350. What is humidity sensor?

a) Hygrometer

b) Gyroscope

c) Sesimoscope

d) Sundial

Answer: a

Explanation: A hygrometer is an instrument used for measuring the water vapor in the 
atmosphere. Humidity measurement instruments usually rely on measurements of some 
quantity such as temperature, pressure, mass or a mechanical or electrical change.

351. Units for Humidity sensor____________

a) Dew/fost point or Relative Humidity

b) Relative Humidity or Parts Per Million

c) Dew/fost point or Parts Per Million

d) Dew/fost point or Parts Per Million or Relative Humidity

Answer: d

Explanation: Most commonly units for humidity measurement are Relative Humidity(RH), 
DEW/Fost point (D/F PT) and Parts Per Million(PPM). RH is a function of temperature. 
DEW/Fost point is a function of the pressure of the as but is independent of temperature and 
is therefore defined as absolute humidity measurement of temperature. PPM is also an 
absolute measurement.

352. Dew point and Fost point are mainly used in which conditions?

a) Water vapor

b) Pressure of gas
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c) Dryness of gas

d) Moisture in gas

Answer: c

Explanation: Dew point and Fost point are often used when the dryness of the gas is 
important. Dew point is also used as an indicator of water vapor in high temperature 
processes, such as industrial drying.

353. Units for Absolute Humidity is ________

a) grams/m3

b) % by volume

c) PPMV

d) %

Answer: a

Explanation: Absolute Humidity is defined as ratio of mass (vapor) to volume and has units of 
grams/m3.

354. Units for Due point is _______

a) gram/m3

b) % by volume

c) PPMV

d) oC

Answer: d

Explanation: Dew point is defined as temperature at which the water vapor in a gas condenses
to liquid water and has a units of oC.

355. Humidity sensors are divided into how many types and depending on what?

a) 2 types depending on output

b) 2 types depending on measurement units
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c) 3 types depending on measurement units

d) 3 types depending on output

Answer: b

Explanation: According to the measurement units, humidity sensors are divided into two 
types: Relative Humidity(RH), and Absolute Humidity(moisture) sensors. Most humidity 
sensors are relative humidity sensors and use different sensing principles.

356. Electronic type hygrometers are divided into how many types?

a) 5 types

b) 3 types

c) 4 types

d) 2 types

Answer: d

Explanation: Electronic type hygrometers or humidity sensors can broadly divided into two 
categories: one employs capacitive sensing principle, while other use resistive effects.

357. Relative humidity is a function of ________

a) Ambient temperature

b) Water vapor pressure

c) Ambient temperature and Water vapor pressure

d) Dryness

Answer: c

Explanation: Relative humidity is a function of both ambient temperature and water vapor 
pressure. Therefore there is a relationship between relative humidity, the amount of moisture 
present in the sensor, and sensor capacitance. This relation governs the operation of a 
capacitive humidity instrument.

358. Which sensors measure the moisture level using humidity?
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a) Capacitive Sensor

b) Resistive Sensor

c) Thermal Conductivity

d) Both resistive and conductive

Answer: a

Explanation: These sensors measure moisture levels using a humidity dependent condenser; 
they are suitable for RH range and condensation tolerance. These sensors are commonly used 
in industrial and commercial environments.

359. ________ sensors measure the electrical change in devices such as conductive polymers.

a) Capacitive Sensor

b) Resistive Sensor

c) Thermal Conductivity

d) Both resistive and conductive

Answer: d

Explanation: These sensors can measure the electrical change in devices such as conductive 
polymers and treated substrates. They are suitable for use in residential and commercial 
environments.

360. ________ sensors are suitable for environments that have high temperatures.

a) Capacitive Sensor

b) Resistive Sensor

c) Thermal Conductivity

d) Both resistive and conductive

Answer: c
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Explanation: These sensors are suitable for use in environments that have high temperatures. 
They measure humidity by calibrating the difference between the thermal conductivity of dry 
air and that of moist air.

361. Are capacitive sensors linear?

a) True

b) False

Answer: a

Explanation: Capacitive type sensors are linear and hence can measure RH from 0% to 100%, 
but require complex circuit and also need regular calibration.

362. Capacitive RH sensors dominate __________ measurements.

a) Atmospheric

b) Process

c) Both atmospheric and process

d) Neither atmospheric nor process

Answer: c

Explanation: Capacitive RH sensors dominate atmospheric and process measurements and are 
the only types of full range RH measuring devices capable of operating accurately down to 0% 
RH.

363. GPS module like SIM900/800 uses which protocol?

a) UART protocol

b) USART protocol

c) SPI protocol

d) I2C protocol

Answer: a
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Explanation: GSM/GPS modules like SIM900/800 uses UART communication for accepting AT 
commands that are used to control them and gather the replies.

364. Finger print sensor uses which interface?

a) USART protocol

b) UART protocol

c) SPI protocol

d) I2C protocol

Answer: b

Explanation: Projects that use RFID modules can be built with modules that have a UART 
interface. This even applies to some finger print sensors.

365. RS232 is used for long range wired communication.

a) True

b) False

Answer: a

Explanation: For long range communications we can convert UART protocol using an external 
IC to RS232 or RS485, the latter of which can be used for wired communication @100 kbits/sec
up to 1.2km.

366. UART is similar to _________

a) SPI protocol

b) I2C protocol

c) HTTP protocol

d) MQTT protocol

Answer: b

Explanation: UART(Universal Asynchronous Receiver/Transmitter) is a small, efficient 
communication device, similar to I2C.
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367. What does UART contain?

a) Parallel register

b) Shift register

c) Clock

d) Parallel shift register

Answer: b

Explanation: UART contains a shift register, which is the fundamental method of conversion 
between serial and parallel forms.

368. Communication in UART is ___________

a) Only simple

b) Only duplex

c) Only full duplex

d) Simplex, half duplex, full duplex

Answer: d

Explanation: Communication may be simplex(in one direction only no provision for the 
receiving device to send data back to the transmission device), full duplex(both devices send 
and receive data at the same time), half duplex(devices takes turns transmitting and 
receiving).

7. Start bit of UART is logic high.

a) True

b) False

Answer: b

Explanation: The start bit is logical low. The start bit signals the receiver that a new character is
coming.

369. Which error occurs when the receiver can’t process the character?
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a) Overrun error

b) Underrun error

c) Framing error

d) Break condition

View Answer

Answer: a

Explanation: An over run error occur when the receiver cannot process the character that just 
came in before the next one arrives. If the CPU or DMA controller does not service the UART 
quickly enough and the buffer become full, an over run will occur, and incoming will be lost.

370. What is WD1402A?

a) SPI

b) USART

c) SPIUART

d) I2C

Answer: c

Explanation: WD1402A is the first single chip UART on general sale. Introduced about 1971. 
Compatible chip included the Fairchild TR1402A and the general instruments AY-5-1013.

371. What is the speed of the 8250 UART?

a) 4800bits/sec

b) 1200bits/sec

c) 12000bit/sec

d) 9600bits/sec

Answer: d
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Explanation: The 8250 UART has one character buffer for the receiver and the transmitter 
each, which meant that communications software performed poorly at speed above 9600bits/
sec, especially it operating under a multitasking system or if handling interrupts from disk 
controllers.

372. Which error occurs when UART transmitter has completed sending a character and the 
transmit buffer is empty?

a) Overrun error

b) Underrun error

c) Framing error

d) Break condition

Answer: b

Explanation: An Under run error occurs when UART transmitter has completed sending a 
character and the transmit buffer is empty. In asynchronous mode this is treated as an 
indication that no data remains to be transmitted.

373. Which error occurs when the designated start and stop bits are not found?

a) Overrun error

b) Underrun error

c) Framing error

d) Break condition

Answer: c

Explanation: A framing error occurs when the designated start and stop bits are not found. If 
the data line is not in the expected state when the stop bit is expected, a framing error will 
occur.

374. Which error occurs when the parity of the number of 1 bit disagrees with that specified 
by the parity bit?

a) Overrun error
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b) Underrun error

c) Framing error

d) Parity error

Answer: d

Explanation: A parity error occurs when the parity of the number of 1 bit disagrees with that 
specified by the parity bit. Using parity is optional, so this error will only occur if parity 
checking has been enabled.

375. A __________ occurs when the receiver input is at the space level.

a) Overrun error

b) Underrun error

c) Framing error

d) Break condition

Answer: d

Explanation: A break condition occurs when the receiver input is at the space level for longer 
than some duration of time, typically, for more than a character time.

376. The term break derives from ___________ signaling.

a) Current loop

b) Voltage loop

c) Power loop

d) Current and Power loop

Answer: a

Explanation: The term break derives from current loop signaling, which was the traditional 
signaling used for teletypewriters.

377. What is the protocol used by USART?

a) RS232
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b) RS232C

c) RS485

d) RS422

Answer: b

Explanation: RS232C is a long established standard (“c” is the current version) that describes 
the physical interface and protocol for relatively low speed serial data communication 
between computers and relates devices.

378. USART provides a synchronous mode that is not in UART?

a) True

b) False

Answer: a

Explanation: Unlike a UART, USART offers the option of synchronous mode. In the program to 
program communication, the synchronous mode requires that each end of an exchange 
respond in turn without initiating a new communication.

379. Which of the following needs a clock?

a) Only Asynchronous

b) Only synchronous

c) Both synchronous and Asynchronous

d) Sometimes Synchronous

Answer: b

Explanation: Synchronous mode requires both data and clock. Asynchronous mode requires 
only data.

380. During receiving operation what does URXD have?

a) Positive edge

b) Negative edge
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c) Level edge

d) Either raising or falling edge

Answer: a

Explanation: The receive operation is initiated by the receipt of a valid start bit. It consists of a 
negative edge at URXD, followed by the taking of majority vote from three samples, where 2 
of the samples must be zero.

381. What is the timing of X?

a) 1/32 to 1/64 times of BRCKL

b) 1/42 to 1/63 times of BRCKL

c) 1/32 to 1/63 times of BRCKL

d) 1/32 to 1/56 times of BRCKL

Answer: c

Explanation: The timing of x is 1/32 to 1/63 of BRCLK, but at least BRCLK, depending on the 
division on the division rate of the baud rate generation.

382. The secondary implementation uses a fixed second clock divided which is divided by 
______________

a) 4

b) 8

c) 32

d) 16

Answer: d
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Explanation: The standard implementation uses a prescalar from any clock source and a fixed 
second clock divider which is usually a divided by 16.

7. The USART module supports ________ multiprocessor communication modes when the 
asynchronous mode is used.

a) one

b) two

c) three

d) five

Answer: b

Explanation: These formats can be used to transfer information between many 
microcomputers on the same serial link. Information is transferred as a block of frames from a 
particular source to one or more destinations.

383. How many asynchronous multiprocessor protocols are present?

a) 4

b) 3

c) 2

d) 5

Answer: c

Explanation: Both asynchronous multiprocessor protocols, the idel line and the address bit 
microprocessor mode allow efficient data transfer between multiple communication systems.

384. Which bit in control register defines the address bit or idle line multiprocessor protocol 
mode?

a) MM

b) URXWIE
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c) URXIE

d) RXWake

Answer: a

Explanation: The MM bit in control register defines the address bit or idle line multiprocessor 
protocol mode. Both formats use the wake up on transmitting, using the address feature 
function (TWWake bit), and on activating the RXWake bit.

385. In idle line multiprocessor mode, a precise idle period can be generated to create efficient
address character identifiers.

a) True

b) False

Answer: a

Explanation: In idle line multiprocessor mode, a precise idle period can be generated to create 
efficient address character identifiers.

386. In synchronous operation characters must be provided on time if not ______ error 
occurs.

a) Overrun error

b) Underrun error

c) Framing error

d) Parity error

Answer: b

Explanation: USART in synchronous operation characters must be provided on time until a 
frame is complete, if the controlling processor does not do so, this is an underrun error, and 
transmission of the frame is aborted.

387. HDLC stands for ___________

a) High level Data Link Control

b) High level Data Level Control
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c) High level Data Link Coordinator

d) High level Data Link Commutator

Answer: a

Explanation: ISO standard high level data link control synchronous link layer protocols, which 
were with synchronous voice frequency modems.

388. SDLC stands for ___________

a) Synchronous Data Link Control

b) Synchronous Data Level Control

c) Synchronous Data Level Coordinator

d) Synchronous Data Link Coordinator

Answer: a

Explanation: Synchronous Data Link Control synchronous link layer protocols, which were with 
synchronous voice frequency modems. These protocols were designed to make the best use of
bandwidth when modems were analog devices.

389. STR stands for___________

a) Synchronous Transmit Rate

b) Synchronous Target Rate

c) Synchronous Target Receive

d) Synchronous Transmit Receive

Answer: d

Explanation: Synchronous Transmit Receive, which were with synchronous voice frequency 
modems. These protocols were designed to make the best use of bandwidth when modems 
were analog devices.

390. BSC stands for ____________

a) Binary Service Communication
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b) Bandwidth Synchronous Communication

c) Binary Synchronous Communication

d) Bandwidth Service Communication

Answer: c

Explanation: Binary Synchronous Communication, which were with synchronous voice 
frequency modems. These protocols were designed to make the best use of bandwidth when 
modems were analog devices

391. Two wire interface is also called as _________

a) UART

b) SPI

c) I2C

d) USART

Answer: c

Explanation: The i2c protocol also known as the two wire interface is a simple serial 
communication protocol that uses just pins of a microcontroller namely SCL and SDA.

392. I2c will address large number of slave devices.

a) True

b) False

Answer: a

Explanation: This protocol will address a large number of slave devices that are connected to 
the same bus.

393. SDA is having a ____________transition when the clock line SCL is high.

a) high to low

b) low to high

c) low to low
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d) high to high

Answer: a

Explanation: SDA is having a high to low transition when the clock line SCL is high. Under 
normal circumstances this does not happen as you can see in the subsequent clock pulses that 
the data line is stable in one state, either high or low when the clock line is high.

394. Inter Integrated Circuit is a _____________

a) Single master, single slave

b) Multi master, single slave

c) Single master, multi slave

d) Multi master, multi slave

Answer: d

Explanation: I2C pronounced as I-squared-C, is a multi master, multi salve. It is typically used 
for attaching lower-speed peripheral IC’s to processors and micro controllers in short distance,
intra band communication.

395. Typical voltages used are ___________

a) 5v

b) 3.3v

c) 5v or 3.3v

d) 2.5v

Answer: c

Explanation: I2C uses only two bidirectional open drain lines, SDA and SCL. Typical voltages 
used are 5v or 3.3v, although system with other voltages is permitted.

396. What is the speed of I2C bus?

a) 100 kbits/s

b) 10 kbits/s
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c) 75 kbits/s

d) 100 kbits/s and 10 kbits/s

Answer: d

Explanation: Common I2C bus speeds are the 100 kbits/s standard mode and the 10 kbits/s 
low speed mode, but arbitrarily low clock frequencies are also allowed.

397. Master transmits means _________

a) Master node is sending data to a slave

b) Master node is receiving data from slave

c) Slave node is transmitting data to master

d) Slave node is sending data to master

Answer: a

Explanation: There may be four potential modes of operation for a given bus device, although 
most devices only use a single role and its two modes:

-> Master transmit – Master node is sending data to a slave

-> Maser receive – Master node is receiving data from slave

-> Slave transmit – lave node is transmitting data to master

-> Slave receive – Slave node is sending data to master.

398. Who sends the start bit?

a) Master receive

b) Master transmit

c) Slave transmit

d) Slave receive

Answer: b
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Explanation: The master is initially in master transmit mode by sending a start bit followed by 
7 bit address of the slave.

399. Which is the I2C messaging example?

a) 24c32 EPROM

b) 24c32 EEPROM

c) 24c33 EEPROM

d) 24c33 EPROM

Answer: b

Explanation: The 24c32 EEPROM, which uses two request bytes that are called Address high 
and address low. These bytes are used to address bytes within the 32 kbit supported by that 
EEPROM.

400. Are pull up registers required in I2C?

a) True

b) False

Answer: a

Explanation: At physical layer, both SCL and SDA lines are of open drain design, thus pull up 
resistors are needed.

401. How many types of addressing structures are there in I2C?

a) 4 types

b) 3 types

c) 2 types

d) 5 types

Answer: c

Explanation: There are 2 addressing mode –> 7-bit addressing mode

–> 10-bit addressing mode.
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402. All operating modes work under ____________

a) 11 kbit/s

b) 100 kbit/s

c) 15 kbit/s

d) 150 kbit/s

Answer: b

Explanation: There are several operating modes for I2C communication. All are compatible in 
that the 100 kbit/s standard mode is always used.

403. Which mode is highly compatible and simply tightens?

a) Fast mode

b) High speed mode

c) Ultra fast mode

d) Both fast and high speed mode

Answer: a

Explanation: Fast mode is highly compatible and simply tightens several of the timing 
parameters to achieve 400 kbit/s speed.

404. What is the speed for fast mode?

a) 100 kbit/s

b) 400 kbit/s

c) 150 kbit/s

d) 200 kbit/s

Answer: b

Explanation: Fast mode is highly compatible and simply tightens several of the timing 
parameters to achieve 400 kbit/s speed.
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405. What is the speed for fast mode?

a) 100 kbit/s

b) 3.4 Mbit/s

c) 150 kbit/s

d) 200 kbit/s

Answer: b

Explanation: High speed mode is compatible with normal I2C devices on the same bus, but 
requires the master have an active pull-up on the clock line which is enabled during high speed
transfers.

406. Secure digital card application uses which protocol?

a) UART

b) SPI

c) I2C

d) USART

Answer: b

Explanation: The typical applications of SPI protocol are secure digital cards and liquid crystal 
displays.

407. SPI device communicates in _________

a) Simplex

b) Half duplex

c) Full duplex

d) Both half and full duplex

Answer: c

Explanation: SPI devices communicate in full duplex mode using master-slave architecture 
with a simple master.
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408. Do SPI have/has a single master?

a) True

b) False

Answer: a

Explanation: The master device originates the frame for reading and writing. Multiple slave 
devices are supported through selection with individual slave select(SS) line.

409. SPI is described as Asynchronous serial interface.

a) True

b) False

Answer: b

Explanation: The SPI is accurately described as a synchronous interface, but it is different from 
the synchronous serial interface(SSI) protocol, which is also a employs differential signaling 
and provides only a single simplex communication channel.

410. How many logic signals are there in SPI?

a) 5 signals

b) 6 signals

c) 4 signals

d) 7 signals

Answer: a

Explanation: The SPI bus specifies five logic signals:

SCLK: Serial clock(output from master)

MOSI: Master Output Input, Master Out Slave In(data output from master)

MISO: Master Input Slave Output, or master In Slave Out( data output from master)

SDIO: Serial Data I/O(bidirectional I/O)
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SS: Slave Select(often active low, output from master).

411. SPI uses how many lines?

a) 4 lines

b) 1 line

c) 3 lines

d) 2 lines

Answer: d

Explanation: SPI uses separate clock and data lines, along with a select line to choose the 
device we wish to talk to.

412. MOSI means __________

a) Line for master to send data to the slave

b) Line for the slave to send data to the master

c) Line for the clock signal

d) Line for the master to select which slave to send data to

Answer: a

Explanation: MOSI is the logic signal. The data will be sent to the slave from master.

413. MISO means _________

a) Line for master to send data to the slave

b) Line for the slave to send data to the master

c) Line for the clock signal

d) Line for the master to select which slave to send data to

Answer: b

Explanation: MISO is the logic signal. The data will be received by master from the slave.

414. Which of the following is an advantage of SPI?
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a) No start and stop bits

b) Use 4 wires

c) Allows for single master

d) Error checking is not present

Answer: a

Explanation: As we don’t have start and stop bits, so the data can be streamed continuously 
without interruption.

415. Which of the following is the disadvantage in SPI?

a) Full duplex communication

b) Push pull drivers

c) Unidirectional signals

d) More pins

Answer: d

Explanation: Requires more pins on IC package than I2C, even in the three wire variant.

416. Which of the following is the type of SPI controller?

a) Queued SPI

b) Microwire

c) Microwire/plus

d) Quad SPI

Answer: a

Explanation: A Queued serial peripheral Interface is a type of SPI controller that uses a data 
queue to transfer data across the SPI bus.

417. __________ is a predecessor of SPI.

a) Queued SPI
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b) Microwire

c) Microwire/plus

d) Quad SPI

Answer: b

Explanation: Microwire often spelled uwire, is essential a predecessor od SPI and a trademark 
of National Semiconductor. It is subset of SPI: half duplex, and using SPI mode 0.

418. Which has a half duplex communication?

a) Queued SPI

b) Microwire

c) Microwire/plus

d) Quad SPI

Answer: b

Explanation: Microwire often spelled uwire, is essential a predecessor od SPI and a trademark 
of National Semiconductor. It is subset of SPI: half duplex, and using SPI mode 0.

419. Do SPI have internal flash?

a) True

b) False

Answer: a

Explanation: eSPI slaves are allowed to use the eSPI master as a proxy to perform flash 
operations on a standard SPI flash memory slave on behalf of the requesting eSPI slave.

420. SMBUS stands for ___________

a) Serial Memory Bus

b) Serial Management Bus

c) System Management Bus
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d) System Memory Bus

Answer: c

Explanation: All communications that were out of band of the LPC bus like general purpose 
input/output and System Management Bus are tunneled through the eSPI bus.

421. CoAP is specialized in ___________

a) Internet applications

b) Device applications

c) Wireless applications

d) Wired applications

Answer: a

Explanation: Constrained Application Protocol (CoAP) is a specialized Internet Application 
Protocol for constrained devices, as defined in RFC 7228.

422. CoAP is designed for use between devices on the same constrained network.

a) True

b) False

Answer: a

Explanation: CoAP is designed for use between devices on the same constrained network (e.g.,
low-power, lossy networks), between devices and general nodes on the internet, and between
devices on different constrained networks both joined by an internet.

423. Which layer is CoAP?

a) Control layer

b) Transport layer

c) Service layer

d) Application layer

Answer: c
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Explanation: In intelligent network and cellular network, service layer is a conceptual layer 
within a network service provider architecture. CoAP is a service layer protocol that is 
intended for use in resource-constrained internet devices, such as wireless sensor network 
nodes.

424. CoAP provides which of the following requirements?

a) Multicast support and simplicity

b) Low overhead and multicast support

c) Simplicity and low overhead

d) Multicast support, Low over head, and simplicity

Answer: d

Explanation: Multicast, low overhead, and simplicity are extremely important for Internet of 
Things (IoT) and Machine-to-Machine (M2M) devices, which tend to be deeply embedded and 
have much less memory and power supply than traditional internet devices have.

425. The core of the protocol is specified in _________

a) RFC 7254

b) RFC 7252

c) RFC 7452

d) RFC 7524

Answer: b

Explanation: The core of the protocol is specified in RFC 7252, important extensions are in 
various of the standardization process.

426. Do CoAP has memory?

a) True

b) False

Answer: a
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Explanation: The nodes have 8-bit microcontrollers with small amount of ROM and RAM, while
constrained network such as IPv6 over Low-power Wireless Personal Area Network often high 
packet error rates and a typical throughput of 10s of kbit/s.

427. CoAP does not provide any security.

a) True

b) False

Answer: b

Explanation: The Internet of Things cannot spread as long as it can be exploited by hackers 
willy-nilly. CoAP does not just pay lip service to security, it actually provides strong security. 
CoAP’s default choice of DTLS parameters is equivalent to 3072-bit RSA keys, yet still runs fine 
on the smallest nodes.

428. What is the RAM and ROM size in CoAP?

a) 100 KiB of RAM and 10 KiB of ROM

b) 10 KiB of RAM and 100 KiB of ROM

c) 10 KiB of RAM and 250 KiB of ROM

d) 250 KiB of RAM and 10 KiB of ROM

Answer: b

Explanation: The Internet of Things will need billions of nodes, many of which will need to be 
inexpensive. CoAP has been designed to work on microcontrollers with as low as 10 KiB of 
RAM and 100 KiB of ROM (code space).

429. CoAP feels very much like HTTP.

a) True

b) False

Answer: a

Explanation: From a developer point of view, CoAP feels very much like HTTP. Obtaining a 
value from a sensor is not much different from obtaining a value from a Web API.
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430. Which is an open standard?

a) HTTP

b) MQTT

c) XMPP

d) CoAP

Answer: d

Explanation: IoT needs standard protocols. Two of the most promising for small devices are 
MQTT and CoAP. Both ate standard protocols.

431. Will CoAP connects to the internet.

a) True

b) False

Answer: a

Explanation: CoAP is one of the latest application layer protocol developed by IETF for smart 
devices to connect to the Internet.

432. HART stands for_________

a) Highway Addressable Remote Transducer

b) High Addressable Remote Transducer

c) High Application Remote Transducer

d) Highway Application Remote Transducer

Answer: a

Explanation: IoT PHY/MAC Layers involve all the common wireless communication technology,
such as IEEE 802.11 series, 802.15, HART.

433. LTP stands for _________

a) Lean Transducer Protocol
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b) Lean Transport Protocol

c) Layer Transport Protocol

d) Layer Transducer Protocol

Answer: b

Explanation: IETF has developed several lightweight protocols e.g., CoAP, Embedded Binary 
HTTP, Lean Transport Protocol.

434. CoAP is a specialized _________ protocol.

a) Web Transfer

b) Power

c) Application

d) Resource

Answer: a

Explanation: The CoAP is a specialized web transfer protocol for use with constrained nodes 
and constrained networks.

435. URI and content type support is which protocol feature?

a) Http

b) UDP

c) CoAP

d) SPI

Answer: c

Explanation: CoAP needs to consider optimizing length of datagram and satisfying REST 
protocol to support URI. It also needs to provide dependable communication based on UDP 
protocol.

436. MQTT is mainly used for __________

a) M2M communication
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b) Device communication

c) Internet communication

d) Wireless communication

Answer: a

Explanation: MQTT is a public messaging protocol designed for lightweight M2M 
communication. It was originally developed by IBM and is now an open standard.

437. Which is an open standard?

a) CoAP

b) MQTT

c) XMPP

d) HTTP

Answer: b

Explanation: IoT needs standard protocols. Two of the most promising for small devices are 
MQTT and CoAP. Both ate standard protocols.

438. MQTT is _________ oriented.

a) Data

b) Message

c) Network

d) Device

Answer: b

Explanation: MQTT is message oriented. Every message is a discrete chunk of data, opaque to 
the broker

MQTT is message oriented. Every message is a discrete chunk of data, opaque to the broker.

439. Who created MQTT?
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a) Robert Cailliau

b) Tim Berners-Lee

c) Andy Stanford-Clark

d) Vint Cerf

Answer: c

Explanation: MQTT is created by Andy Stanford-Clark in It was originally developed by IBM and
is now an open standard.

440. Does MQTT support security.

a) True

b) False

Answer: a

Explanation: Yes, You can pass a user name and password with an MQTT packet in V3.1 of the 
protocol.

441. Standard ports of MQTT are __________

a) I2C

b) SSL

c) USART

d) TCP/IP

Answer: d

Explanation: Standard ports of MQTT are TCP/IP. TCP/IP port 1883 is reserved with IANA for 
use with MQTT.

442. Full form of MQTT _____

a) Message Queuing Telemetry Transport

b) Message Queuing Telegram Transport
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c) Message Queue Telegram Transport

d) Message Queue Telemetry Transport

Answer: a

Explanation: MQTT (Message Queuing Telemetry Transport) is a lightweight messaging 
protocol that provides resource-constrained network clients with a simple way to distribute 
telemetry information.

443. What are the key components of a M2M system?

a) Vortex DDS

b) Smart Homes

c) Sensors and Wi-Fi

d) Protocols

Answer: c

Explanation: Following are the key components of a M2M system.

Sensors

RFID (Radio Frequency Identification)

Wi-Fi

Autonomic Computing.

444. Request field is present in which message format?

a) Request message

b) Response message

c) Both request and response

d) Neither request nor response

Answer: a
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Explanation: The request message consists of a request line(e.g., GET /image/logo.png 
HTTP/1.1, which requests a resource called /image/logo.png from the server).

445. URI and content type support is which protocol feature?

a) SPI

b) UDP

c) HTTP

d) CoAP

Answer: d

Explanation: CoAP needs to consider optimizing length of datagram and satisfying REST 
protocol to support URI. It also needs to provide dependable communication based on UDP 
protocol.

446. Does HTTP protocol take more power.

a) True

b) False

Answer: a

Explanation: Uses more battery(percentage battery/hour and percentage battery/message). 
For HTTP in sending message it takes 18.43% while for MQTT it takes 16.13%.

447. How many messages will HQTTP will send in 1024?

a) All

b) 256

c) 240

d) 514

Answer: c

Explanation: It is less reliable, only 240(3G)/524(WiFi) messages were received out of total of 
1024 messages.
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448. How many messages will HTTP will send per hour?

a) 1,708

b) 160,278

c) 3,628

d) 263,314

Answer: a

Explanation: When we compare HTTP with MQTT, HTTP is lot slower, HTTP will send 1,708 
messages/hour whereas MQTT sends 160,278 messages/hour.

449. What does HTTP do?

a) Enables network resources and reduces perception of latency

b) Reduces perception of latency and allows multiple concurrency exchange

c) Allows multiple concurrent exchange and enables network resources

d) Enables network resources and reduces perception of latency and Allows multiple 
concurrent exchange

Answer: d

Explanation: It enables more efficient use of network resources and a reduced perception of 
latency by introducing header field compression and allowing multiple concurrent exchanges 
on the same connection.

450. A request from client is basically made of ______

a) Method

b) Task

c) Event

d) Signal

Answer: a
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Explanation: HTTP is a request/ response protocol where clients request information from a 
server and the server responds to these requests accordingly. A request is made up of a 
method, a resource, some headers, and some optional content.

451. Response is made up of a ________ status code.

a) two-digit

b) three-digit

c) five-digit

d) six-digit

Answer: b

Explanation: HTTP is a request/ response protocol where clients request information from a 
server and the server responds to these requests accordingly. A response is made up of a 
three-digit status code, some headers and some optional content.

452. HTTP allows which response?

a) Multiplexing

b) Serial

c) Coherent

d) Binary

Answer: a

Explanation: HTTP allows multiplexing responses: that is sending responses in parallel. This 
fixes the “head-of-line blocking” problem of HTTP where only one request can be outstanding 
on a TCP/IP connection at a time.

453. Which protocol provides server push?

a) SPI

b) MQTT

c) CoAP
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d) HTTP

Answer: d

Explanation: Finally, HTTP/2 introduces the notion of server push. Concretely this means the 
server can provide content to clients without having to wait for them to send a request.

454. WOT reduces ________ of HTTP.

a) Overrun

b) Overhead

c) Overload

d) Load

Answer: b

Explanation: The WOT as it leads to a more efficient use of connections, which reduces the 
overhead of HTTP. It also leads to faster transmission and hence potential saving in terms of 
battery power required to communicate.

455. HTTP expands?

a) HyperText Transfer Protocol

b) HyperTerminal Transfer Protocol

c) HyperText Terminal Protocol

d) HyperTerminal Text Protocol

Answer: a

Explanation: It is the one of the standard protocol that expands as HyperText Transfer 
protocol.

456. How many types of message formats are there in HTTP protocol?

a) 4 types

b) 3 types

c) 2 types
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d) 5 types

Answer: c

Explanation: The client and server communication by sending plain text message. The client 
sends requests to the server and server sends the responses. That is

–> Request message

–> Response message.

457. Statue line is present in which message format?

a) Request message

b) Response message

c) Both request and response

d) Neither request nor response

Answer: b

Explanation: A status line which includes the status code and reason message (e.g., HTTP/1.1 
200 OK, which indicates that the client’s request succeeded).

458. Request field is present in which message format?

a) Request message

b) Response message

c) Both request and response

d) Neither request nor response

Answer: a

Explanation: The request message consists of a request line(e.g., GET /image/logo.png 
HTTP/1.1, which requests a resource called /image/logo.png from the server).

459. Does HTTP protocol have _________ handshakes.

a) 2 way
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b) 1 way

c) 3 way

d) 5 way

Answer: c

Explanation: Persistent connections reduce request latency perceptible, because the client 
does not need to re-negotiate the TCP 3 way handshake connection after the first request has 
been sent.

460. Does HTTP has pipelining.

a) True

b) False

Answer: a

Explanation: HTTP pipelining further reduces lag time, allowing clients to send multiple request
before waiting for each response.

461. XMPP Full form is ________

a) Extensible Messaging and Presence Protocol

b) Extensible Module and presence protocol

c) Extensible Messaging and Presence Protocol

d) Extensible Messaging and Presence Protocol

Answer: a

Explanation: XMPP is used in IOT which covers XMPP core, XMPP addressing, XMPP server and
XMPP client communication. XMPP is the short form of Extensible Messaging and Presence 
Protocol.

462. XMPP is used for streaming which type of elements?

a) XPL

b) XML
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c) XHL

d) MPL

Answer: b

Explanation: XMPP is an open protocol for streaming XML elements in order to exchange 
messages and presence information in close to real time.

463. XMPP creates _________ identity.

a) device

b) email

c) message

d) data

Answer: a

Explanation: XMPP creates a device identity also called a Jabber ID. In MQTT, identities are 
created and managed separately in broker implementations.

464. XMPP supports __________

a) Structured data

b) Foundation

c) Federation

d) Jabber ID

Answer: c

Explanation: XMPP supports federation, meaning devices from different manufactures 
connected to different platforms can talk to each other with a standard communication 
protocol.

465. Which protocol has a quality of service?

a) XMPP

b) HTTP
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c) CoAP

d) MQTT

Answer: a

Explanation: MQTT has different levels of quality of services. This flexibility is not available in 
XMPP.

466. The original transport protocol for XMPP.

a) FCP

b) TCP

c) MCP

d) HCP

Answer: b

Explanation: The original and native transport protocol for XMPP is Transmission Control 
Protocol (TCP), using open ended XML stream over long-lived TCP connections.

467. Which XMPP core describes client server messaging?

a) RFC 6122

b) RFC 4854

c) RFC 6120

d) RFC 3923

Answer: c

Explanation: RFC 6120, Extensible Messaging and Presence Protocol (XMPP): core, which 
describes client-server messaging using two open-ended XML streams.

468. XMPP uses ________ architecture.

a) Decentralized client-server

b) Centralized client-server
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c) Message

d) Public/subscriber

Answer: a

Explanation: The XMPP uses a decentralized client-server architecture where clients do not 
talk directly to one another, but there is no central server.

469. XMPP implementation uses ________

a) CoAP

b) Gaming

c) Email

d) Polling

Answer: d

Explanation: Most XMPP implementations use polling, or checking for updates only on 
demand. A protocol called BOSH lets server push messages.

470. XMPP feature such as federation across domains used to implement the Internet of 
Things.

a) True

b) False

Answer: a

Explanation: XMPP features such as federation across domains, public/subscriber, 
authentication and its security even for mobile endpoints are being used to implement the 
Internet of Things.

471. The architecture of the XMPP network is similar to __________

a) Chat box

b) Web browser

c) Gaming
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d) Email

Answer: d

Explanation: The architecture of the XMPP network is similar to email; anyone can run their 
own XMPP server and there is no central master server.

472. Does XMPP have text based communication.

a) True

b) False

Answer: b

Explanation: Since XML is text based, normal XMPP has a higher network overhead compared 
to purely binary solution. This issue is being addressed by the experimental XEP -0322.

473. In XMPP In band binary data format is __________

a) High

b) Very high

c) Limited

d) Ultra high

Answer: c

Explanation: Binary data must be first base64 encoded before it can be transmitted in band. 
Therefore, any significant amount of binary data is best transmitted out of band, using in band 
message to coordinate.

474. IRC stands for __________

a) Internet Reduce Chat

b) Interconnection Relay Chat

c) Internet Relay Chat

d) Interconnect Reduce Chat

Answer: c
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Explanation: The XMPP extension for multi user chat can be seen a competitor to Internet 
Relay Chat, although IRC is far simpler, has far fewer features, and is far widely used.

475. SIP stands for ___________

a) Session Initiation Protocol

b) Session Internet Protocol

c) Simple Initiation Protocol

d) Session Internet Protocol

Answer: a

Explanation: XMPP has often regarded as a competitor to simple, based on Session Initiation 
Protocol, as the standard protocol for instant messaging and presence notification.

476. Which level is the network layer in the OSI model?

a) Third level

b) Fourth level

c) Second level

d) Fifth layer

Answer: a

Explanation: The network layer is the third level of the open system interconnection model 
and the layer that provides data routing paths for network communication.

477. Data in network layer is transferred in the form of ____________

a) Layers

b) Packets

c) Bytes

d) Bits

Answer: b
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Explanation: Data is transferred in the form of packets via logical network paths in an ordered 
format controlled by the network layer.

478. The network layer is considered as the _______ of the network layer.

a) backbone

b) packets

c) bytes

d) bits

Answer: a

Explanation: The network layer is considered as the backbone of the network layer. It selects 
and manages the best logical path for data transfer between nodes.

479. The network layer contains which hardware device?

a) Routers, Bridges

b) Bridges only

c) Bridges and switches

d) Routers, Bridges and Switches

Answer: d

Explanation: This layer contains hardware devices such as routers, bridges, firewalls, and 
switches, but it actually creates a logical image of the most efficient communication rout and 
implements it with a physical medium.

480. Network layer protocol exits in _________

a) Host

b) Switches

c) Packets

d) Bridges

Answer: a
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Explanation: Network layer protocols exits in every host or router. The router examines the 
header fields of all the IP packets that pass through it.

481. What are the common protocols associated with the network layer?

a) Address Resolution Protocol

b) Reverse Address Resolution Protocol

c) Internet protocol

d) Neighbour Discovery Protocol

Answer: c

Explanation: Internet protocol and Netware IPX/SPX are the most common protocols 
associated with the network layer.

482. The network layer responds to request from which layer?

a) Transport layer

b) Data layer

c) Application layer

d) Session layer

Answer: a

Explanation: In OSI model, we are having 7 layers in which the network layer responds to 
request from the layer above it called Transport Layer.

483. The network layer issues request to which layer?

a) Transport layer

b) Data layer

c) Application layer

d) Session layer

Answer: b
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Explanation: In OSI model, we are having 7 layers in which the network layer issues request to 
the layer below it called Data Link Layer.

484. IP is connectionless.

a) True

b) False

Answer: a

Explanation: IP is connectionless, is that a data packet can travel from a sender to a receiver 
without the recipient having to send an acknowledgment connection-oriented protocols exits 
at other, higher layers of the OSI model.

485. Does network layer in TCP/IP and OSI Model are same.

a) True

b) False

Answer: b

Explanation: The TCP/IP Internet layer is in fact only a subset of functionality of the network 
layer. It describes only one type of network architecture, the Internet.

486. What are called routers?

a) The devices that operates at session layer

b) The devices that operates at data layer

c) The devices that operates at application layer

d) The devices that operates at network

Answer: d

Explanation: The network interconnection devices that operate at the network layer are 
usually called routes, which at this point should hopefully come as no surprise to you.

487. ICMP stands for __________

a) Internet Coordinate Message Protocol

‘O’ LEVEL  M4-R5(IOT) FREE MCQS PDF                                   NAMO COMPUTER EDUCATION CENTER BANDA



Subscribe on you tube ----LuckyTech.com

b) Internet Control Message Protocol

c) Interconnect Control Message Protocol

d) Interconnect Coordinate Message Protocol

Answer: b

Explanation: The Internet Protocol is the key network layer protocol that implements the 
TCP/IP Protocol suites. Since IP is the protocol that provides the mechanism for delivering 
datagrams, between devices, it is designed to be relatively basic, and to function with few 
“bell and whistles”.

488. Packets will be transferred in how many types?

a) 5 types

b) 4 types

c) 2 types

d) 3 types

Answer: d

Explanation: Routing deals with determining how packet will routed (transferred) from source 
to destination. It can of three types : 1. Static

489. Dynamic

3. Semi Dynamic.

14. DDP stands for _________

a) Datagram Delivery Protocol

b) Device Delivery Protocol

c) Datagram Device Protocol

d) Device Datagram Protocol

Answer: a
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Explanation: Datagram Delivery Protocol is a member of the AppleTalk networking protocol 
suite. Its main responsibility is for socket to socket delivery of datagram over an AppleTalk 
network.

490. RIP stands for ________

a) Reduced Information Protocol

b) Routing Internet Protocol

c) Routing Information Protocol

d) Reduced Internet Protocol

Answer: c

Explanation: The Routing Information Protocol is one of the oldest distance vector routing 
protocols which employ the hop count as a routing metric

491. What are the functions of the transport layer?

a) Multiplexing/ Demultiplexing

b) Connection less Services

c) Connection oriented service

d) Congestion control

Answer: a

Explanation: Transport layer functions are:

–> Multiplexing / DE multiplexing : Normally the transport layer will create distinct network 
connection for each transport connection required by the session layer.

–> Fragmentation and Re assembly: The data accepted by the transport layer from the session 
layer is split up into smaller units if needed and then passed to the network layer.

492. Which services are provided by transport layer?

a) Error control

b) Connection service
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c) Connection less service

d) Congestion control

Answer: a

Explanation: The transport layer also decides the type of service that should be provided to 
the session layer. The message may or may not be received in the order in which it was sent. 
The decision regarding the type of service to be provided is taken at the time when the 
connection is established.

493. TCP and UDP are called ________

a) Application protocols

b) Session protocols

c) Transport protocols

d) Network protocols

Answer: c

Explanation: Above the network layer, we find TCP and UDP, the two transport protocols. TCP 
is used for most of our human interactions with the web. UDP is also better suited for real-
time data applications such as voice and video.

494. Security based connection is provided by which layer?

a) Network layer

b) Session layer

c) Application layer

d) Transport layer

Answer: d

Explanation: IOT is, of course all about connection to the internet. And even more so, it is 
about security. Without security and without encrypted communication, anyone can see what 
I send and receive. So encryption and secure communication are key. The solution is to use a 
connection that uses the TLS(Transport Layer Security) Protocol.
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495. TCP is the standard protocol with std no?

a) 5

b) 4

c) 7

d) 3

Answer: c

Explanation: TCP is a standard protocol with STD number 7. TCP is described by RFC 793-
Transmission Control Protocol. Its status is recommended, but in practice, every TCP/IP 
implementation that is not used exclusively for routing will include TCP.

496. Using which method in transport layer data integrity can be ensured?

a) Checksum

b) Repetition codes

c) Cyclic redundancy checks

d) Error correcting codes

Answer: a

Explanation: Using checksum’s, the data integrity across all the delivery layers can be ensured. 
These checksum’s guarantee that the data transmitted is the same as the data received 
through repeated attempts made by other layers to have missing data resent.

497. Buffer overrun can be reduced by using what?

a) Traffic control

b) Flow control

c) Byte orientation

d) Data integrity

Answer: b
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Explanation: Devices at each end of a network connection often have no way of knowing each 
other’s capabilities in terms of data throughput and can therefore send data faster than the 
receiving devices is able to buffer or process it. In these cases, buffer overruns can cause 
complete communication breakdowns.

498. Transport layer can identify the symptoms of overload nodes using _________

a) Flow control

b) Traffic control

c) Byte orientation

d) Data integrity

Answer: b

Explanation: Digital communications networks are subject to bandwidth and processing speed 
restrictions, which can mean a huge amount of potential for data congestion on the network. 
This network congestion can affect almost every part of a network. The transport layer can 
identify the symptoms of overload nodes and reduced flow rates.

499. Transport layer receives data in the form of __________

a) Packets

b) Byte streams

c) Bits stream

d) Both packets and Byte stream

Answer: b

Explanation: Some applications prefer to receive byte stream instead of packets; the transport 
layer allows for the transmission of byte-orientated data stream if required.

500. Transport layer is which layer in OSI model?

a) Fourth layer

b) Third layer

c) Second layer
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d) Fifth layer

Answer: a

Explanation: The transport layer is the fourth layer from the bottom in the OSI reference 
model. It is responsible for message delivery from process.

501. Congestion control can control traffic entry into a telecommunications network, so to 
avoid _________

a) Congestive connection

b) Connection collapse

c) Congestive collapse

d) Collapse congestive

Answer: c

Explanation: Congestion control can control traffic entry into a telecommunications network, 
so to avoid Congestive collapse by attempting to avoid oversubscription of any of the 
processing or link capabilities of the intermediate nodes.

502. FCP stands for _________

a) Fiber Channel Protocol

b) Field Channel Protocol

c) Fast Channel Protocol

d) Fiber Carrying Protocol

Answer: a

Explanation: Fiber Channel Protocol is the SCSI interface protocol utilizing an underlying Fiber 
channel connection.

503. UDP packets are called as _________

a) Segments

b) Checksum
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c) Frames

d) Datagrams

Answer: d

Explanation: UDP is a very simple protocol, and does not provide virtual circuits, nor reliable 
communication, deleting these functions to the application program. UDP packets are called 
datagrams, rather than segments.

504. _________ does not provide reliable end to end communication.

a) TCP

b) UDP

c) Both TCP and UDP

d) Neither TCP nor UDP

Answer: b

Explanation: TCP, not UDP, provides reliable end to end communication, i.e. error recovery by 
means of error detecting code and automatic repeat request protocol.

505. ARQ stands for __________

a) Automatic Repeat Request

b) Automatic Request Repeat

c) Application Repeat Request

d) Application Request Repeat

Answer: a

Explanation: TCP, not UDP, provide end to end communication, i.e. error recovery by means of
error detecting code and automatic repeat request protocol. The ARQ protocol also provides 
flow control, which may be combined with congestion avoidance.

506. AMQP stands for ____________

a) Advanced Message Queuing Protocol
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b) Application Message Queuing Protocol

c) Advanced Mailing Queuing Protocol

d) Application Mailing Queuing Protocol

Answer: a

Explanation: Advanced Message Queuing Protocol (AMQP) is an open standard application 
layer protocol for message oriented middleware. The defining features of AMQP are message 
oriented, queuing, routing, reliability and security.

507. The best example for interoperability at the application layer is?

a) Data

b) Net

c) File

d) Web

Answer: d

Explanation: The best example of interoperability at the application layer is web. The web 
made the internet successful by creating an open, simple and highly interoperabe layer where 
data can be exchanged between servers and consumed by applications.

508. Services provided by application layer?

a) Web chat

b) Error control

c) Connection services

d) Congestion control

Answer: a

Explanation: There are many services provided by application layer:

509. Simple mail transfer protocol

2. File transfer
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3. Web transfer

4. Web chat etc.

510. How many protocols are used in the application layer?

a) 15

b) 10

c) More than 15

d) More than 10

Answer: c

Explanation: More than 15 protocols are used in the application layer, including file transfer 
protocol, Telnet, Trivial File Transfer Protocol and simple network Management Protocol.

511. What is the main responsibility of application layer?

a) Error handling

b) Web surfing

c) Virtual terminal

d) Network data sharing

Answer: a

Explanation: This layer has many responsibilities, including error handling and recovery, data 
flow over a network and full network flow. It is also used to develop network based 
applications.

512. Reoccurring problems can be achieved using __________

a) DNS

b) Telnet

c) BOOTP

d) Patterns
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Answer: d

Explanation: There are commonly reoccurring problems that occur in the design and 
implementation of communication protocol and can be addressed by patterns from several 
different pattern languages: Pattern Language for Application Level Communication Protocol 
etc.

513. Application layer is the ending of the data layer.

a) True

b) False

Answer: a

Explanation: The application layer is the ending of data transfer. When you get here, you will 
find applications like Microsoft word or programs like java.

514. Application layer interacts directly with the ________

a) front user

b) end user

c) sensors

d) wired link

Answer: b

Explanation: In perception layer sensor networks are deployed on various locations. Network 
layer contains Wireless or wired link. while application layer interacts directly with the end 
user.

515. What is the format of IP address?

a) 34 bit

b) 64 bit

c) 16 bit

d) 32 bit
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Answer: d

Explanation: The format of an IP address is a 32-bit numeric address written as four numbers 
separated by periods. Each number can be zero to 255. For example, 1.160.10.240 could be an
IP address.

516. Version 6 of IP address has how many bits.

a) 64 bits

b) 128 bits

c) 32 bits

d) 256 bits

Answer: b

Explanation: Because of the growth of the Internet and the depletion of available IPV4 
address, a new version of IP(IPV6), using 128 nits for the IP address, was developed in 1995, 
and standardized as RFC 2460 in 1998. IPV6 deployment has been ongoing since the mid 
2000s.

517. IANA stands for __________

a) Internet Assigned Numbers Authority

b) Internal Assigned Numbers Authority

c) Internet Associative Numbers Authoritative

d) Internal Associative Numbers Authority

Answer: a

Explanation: The IP address space is managed globally by the Internet Assigned Numbers 
Authority(IANA), and by five Regional Internet Registries(RIR) responsible in their designated 
territories for assignment to end users and local Internet registries, such as Internet services 
providers.

518. RIR stands for ________

a) Regional Internal Registries
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b) Registries Internet Regional

c) Regional Internet Registries

d) Registries Internal Regional

Answer: c

Explanation: The IP address space is managed globally by the Internet Assigned Numbers 
Authority(IANA), and by five Regional Internet Registries(RIR) responsible in their designated 
territories for assignment to end users and local Internet registries, such as Internet services 
providers.

519. Geolocation software is used by host.

a) True

b) False

Answer: a

Explanation: The header of each IP packet contains the IP address of the sending host, and 
that of the destination host. A host may use geolocation software to deduce the geolocation of
it communication peer.

520. How many version /s of IP’s are there?

a) 4 versions

b) 3 versions

c) 2 versions

d) 1 version

Answer: c

Explanation: Two versions of the Internet Protocol are in common use in the Internet today. 
The original version of the Internet Protocol for use in the Internet is Internet Protocol Version
4, first installed in 1983.

521. VLSM stands for ________

a) Version Length Subnet Masking
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b) Variable Length Subnet Masking

c) Variable Length Surface Masking

d) Version Length Surface Masking

Answer: b

Explanation: The class system of the address space was replaced with Classless Inter – Domain 
Routing in 1993. CIDR is based on variable length Subnet Masking to allow allocation and 
routing based on arbitrary length prefixes.

522. Many desktops and operating systems include which protocol?

a) IPv6 protocol

b) IPv4 protocol

c) Both IPv6 and IPv4 protocol

d) IPv3 protocol

Answer: a

Explanation: All modern desktop and enterprise server operating systems include native 
support for the IPv6 protocol, but it is not yet widely deployed in other devices, such as 
residential networking routers, voice over IP(VoIP) and multimedia equipment, and network 
peripherals.

523. The design of the Internet protocol suites adhere to the ________ principle.

a) Data corruption

b) Connection oriented

c) End to End principle

d) Reliability

Answer: c

Explanation: The design of the Internet protocol suite adheres to the end to end principle, a 
concept adapted from the CYCLADES project. Under the end to end principle, the network 
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infrastructure is considered inherently unreliable at any signal network element or 
transmission medium and is dynamic in terms of availability of links and notes.

524. ___________ adjusts the segment size to be smaller than MTU.

a) Internet Protocol 6

b) User Datagram Protocol

c) Internet Protocol 4

d) Transmission Control Protocol

Answer: d

Explanation: The Transmission Control Protocol is an example of a protocol that adjusts its 
segment size to be smaller than the MTU.

525. Hardware address is known as _________

a) MAC address

b) IP Address

c) Network Interface Card

d) Address Resolution Protocol

Answer: a

Explanation: Along with an IP address there is also a hardware address. Typically it is tied to a 
key connection device in your computer called the network interface card. Every NIC has a 
hardware address that’s known as MAC, for Media Access Control.

526. MAC stands for ________

a) Media Area Control

b) Memory Access Control

c) Memory Area Control

d) Media Access Control

Answer: d
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Explanation: MAC, for Media Access Control. Where IP addresses are associated with TCP/IP, 
MAC address are linked to the hardware of the network adapters.

527. What translates IP address into MAC address?

a) Organizationally Unique Identifier

b) Address Resolution Protocol

c) Network Interface Card

d) Burned In Address

Answer: c

Explanation: A MAC address is given to an adapter when it is manufactured. It is hardwired or 
hard-coded onto your computer’s NIC and it is unique to it. Something called the ARP (Address
Resolution Protocol) translates an IP address into MAC address.

528. Networking Hardware Address is referred with ________

a) IP address

b) MAC address

c) NIC

d) Organizationally Unique Identifier

Answer: b

Explanation: Hardware and software working together, IP address and MAC address working 
together. For this reason, the MAC address is sometimes referred to as a networking hardware
address, the burned in address or the physical address.

529. Does MAC address contain characters.

a) True

b) False

Answer: a
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Explanation: The MAC address itself doesn’t look anything like an IP address. The MAC address
is a string of usually six sets of two digits or characters, separated by colons.

530. MAC addresses are very useful in diagnosing network issues.

a) True

b) False

Answer: a

Explanation: MAC addresses are very useful in diagnosing network issues, such as problems 
with IP address. They are useful for network diagnosis because they never change, as opposed 
to a dynamic IP address, which can change from time to time.

531. On wireless networks ________ filtering is the security measure.

a) OUI

b) IP

c) NIC

d) MAC

Answer: d

Explanation: On wireless networks, a process called MAC filtering is a security measure to 
prevent unwanted network access by hackers and intruders. In MAC address filtering, the 
router is configured to accept traffic only from specific MAC addresses.

532. MAC addresses are used as ________

a) Network addresses

b) IP address

c) Hardware address

d) Burned in address

Answer: a
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Explanation: MAC address is used as a network address for most IEEE 802 network 
technologies, including Ethernet and Wi-Fi. Logically, MAC addresses are used in the media 
access control protocol sub layer of the OSI model.

533. IEEE standards for Institute of Electrical and Electronics Engineers.

a) False

b) True

Answer: b

Explanation: MAC addresses are formed according to the rules of one of three numbering 
name spaces managed by the Institute of Electrical and Electronics Engineers(IEEE).

534. The original IEEE 802 MAC address comes from________

a) MAC address

b) IP address

c) Ethernet address

d) Http

Answer: c

Explanation: The original IEEE 802 MAC address comes from the original Xerox Ethernet 
addressing scheme. This 48-bit address space contains potential 242 or 281,474,976,710,656 
possible MAC addresses.

535. Gateway provides the connection between _________ and _________

a) Cloud and controller

b) Network and Cloud

c) Network and Controller

d) Controller and device

Answer: a
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Explanation: An Internet of Things (IoT) gateway is a physical device or software program that 
serves as the connection point between the cloud and controller, sensors and intelligent 
devices.

536. Sensors provide _______ data per second.

a) Hundreds of Hundreds of data

b) Hundreds of thousands of data

c) Tens of Hundreds of data

d) Tens of thousands of data

Answer: d

Explanation: Sensors generate tens of thousands of data per second. Gateway processes the 
data at edge and minimizes the volume of data that needs to be forwarded to cloud.

537. Does IOT gateway provide security for the network.

a) True

b) False

Answer: a

Explanation: IOT Gateway is that it provides additional security for the IOT network and the 
data it transports.

538. A sensor uses which network?

a) LAN and HAN

b) HAN and PAN

c) LAN and PAN

d) LAN, PAN and HAN

Answer: d
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Explanation: Sensors usually have very limited capability in terms of networking connection. 
Your sensors can likely utilize Bluetooth networking connectivity. The protocols like LAN, HAN 
and PAN has a common they can directly connect to large networks like WAN or Internet.

539. Gateway software should be smart enough to handle ___________

a) GPS

b) Message

c) Logging

d) Sensors

Answer: c

Explanation: Gateway software should be smart enough to handle system logging. It has to 
find the right balance between the number of log entries d=stored on the device and those 
sent to the data centre.

540. Number of approaches gateway can be installed?

a) 2 approaches

b) 3 approaches

c) 2 approaches

d) 2 approaches

Answer: b

Explanation: There are three main approaches for this issue

1. Factory Bootstrap

2. Server limited Bootstrap

3. Client Initiated Bootstrap.

541. Drawback of Factory Bootstrap?

a) It should not have many gateways

b) It should not have many devices
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c) Complex circuit can’t be handled

d) It should have many gateways

Answer: a

Explanation: In the factory bootstrap approach, it doesn’t scale well if your solution include a 
large number of the gates.

542. Central software management server communicates with the gateway devices in which 
approach?

a) Factory Bootstrap

b) Server limited Bootstrap

c) Client Initiated Bootstrap

d) Bootstrap

Answer: b

Explanation: In server initiated bootstrap, the central software management server 
communicates with the gateway device and deploys the proper version of the software to it.

543. Which mode assumes that it is the gateway’s responsibility to connect to the central 
repository server?

a) Factory Bootstrap

b) Server limited Bootstrap

c) Client Initiated Bootstrap

d) Bootstrap

Answer: c

Explanation: Client initiated bootstrap mode assumes that it is the gateway’s responsibility to 
connect to the central repository server and download the proper version of the software. In 
this scenario, the gateway is required to have lightweight bootstrap software installed so it can
communicate with the software management server.

544. The feature of IoT Gateway is the ability to download updates over-the-air.
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a) True

b) False

Answer: a

Explanation: One important extremely feature of IoT Gateway is the ability to download 
updates over-the-air

545. What is the Edge gateway model used by dell?

a) 5000

b) 4500

c) 4000

d) 3500

Answer: a

Explanation: Dell edge gateway model 5000 has an operating system Ubantu snape core with a
memory of 2G, 4G, and 8G.

546. What is the wireless system used by dell?

a) WAN

b) WWAN

c) HAN

d) MAN

Answer: b

Explanation: 802.11n Wifi + Bluetooth low energy and WWAN (3G or LTE) and also Mobile 
broadband 3G/LTE.

547. Do we have a protection in Dell.

a) True

b) False
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Answer: a

Explanation: Our hardware features help protect your network edge and sensor from Cyber-
attack including secure boot and BIOS-level control.

548. Where the edge gateway sits in dell?

a) Near the system

b) End of the system

c) End of the devices

d) Near the devices

Answer: d

Explanation: Dell’s intelligent gateway sits near the devices and systems in distributed IoT 
networks. Meaningful data is sent to the cloud or data centre to enrich the analytic control 
and smart systems.

549. Windows 10 IoT enterprise OS includes what?

a) Edge gateway

b) PI system

c) RAM

d) Data stream

Answer: a

Explanation: Edge gateways come in many shapes and sizes and the edge gateways that 
include the windows IoT enterprise operating system are ideally suited to run the PI system.

550. Types of gateway classes?

a) Only one

b) 3 types

c) 2 types

d) 4 types
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Answer: c

Explanation: We are having 2 types of gateway classes. They are: Small

Large

These classes have different CPU’s Atom and Core respectively.

501. IoT gateway sits at the interaction of egde systems.

a) True

b) False

Answer: a

Explanation: IoT gateway also operates as platforms for application code that processes data 
and becomes an intelligent part of a device-enabled system. IoT gateway sits at the interaction
of edge systems — devices, controllers and sensors — and the cloud.

552. NEXCOM provides what?

a) OS

b) IoT gateway

c) Devices

d) Transportation

Answer: b

Explanation: Today’s “smart” IoT gateway — delivered by companies such as Dell, Wind River/ 
Intel, NEXCOM and other — are full fledged computing platforms running modern operating 
systems.

553. Linux or Windows are sometimes called as _________

a) OS

b) Intelligent Gateways

c) Gateway

d) Devices
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Answer: c

Explanation: Linux or Windows are sometimes called as “Intelligent gateways”, but the line is 
burning and the non-intelligent gateway market is likely to become largely irrelevant in coming
years.

554. In which cases gateway will appear?

a) Industrial Automation

b) Building automation

c) Transportation

d) Industrial & Building Automation

Answer: d

Explanation: Dell believes that its gateways will appeal to users in three major use cases: 
Industrial automation, building automation, transportation. One of Dell’s early client in eigen 
innovation, a supplier of intelligent industrial vision systems.

555. Wind River Intelligent Device offers what?

a) Gateway security

b) Application enablement

c) Device Connectivity

d) All of the mentioned

Answer: d

Explanation: Wind River Intelligent Device Platform XT offers:

Gateway security: Secures communication channel, the data and the end device

Application Enablement: Provides JAVA OSGi application environment is provided

Device connectivity: Connection between devices using MQTT protocol

Remote device management: Supports well established management protocol such as TR-069.

556. Pre integrated and smart connectivity enables what?
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a) Long term security

b) Products life span increases

c) Saves time and cost

d) Secure remote management

Answer: c

Explanation: Connectivity, manageability, and security are core IoT building blocks, essential 
for reducing device manufactures, time-to-market, complexity, and risk. Wind River Intelligent 
Devices has Connectivity benefit which enables rich network option s to save development 
time and costs.

557. Does manageability provide what?

a) Saves time and cost

b) Product life span increases

c) Long term security

d) Secure remote management

Answer: a

Explanation: Connectivity, manageability, and security are core IoT building blocks, essential 
for reducing device manufactures, time-to-market, complexity, and risk. Wind River Intelligent 
Devices has manageability benefit which reduces development time while increases the 
product‘s life span and uptime.

558. What will Security provide?

a) Saves time and cost

b) Product life span increases

c) Long term security

d) Secure remote management

Answer: c
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Explanation: Connectivity, manageability, and security are core IoT building blocks, essential 
for reducing device manufactures, time-to-market, complexity, and risk. Wind River Intelligent 
Devices has security benefit which are designed for IoT software development to protect 
critical data throughout the device lifecycle.

559. Wind River software.

a) True

b) False

Answer: a

Explanation: Wind River, a wholly owned subsidiary of Intel corporation, is a world leader in 
delivering software for intelligent connected systems.

560. Wind River is introduced by ____________

a) IBM

b) Intel

c) Tech Mahindra

d) Syntel

Answer: b

Explanation: Wind River is introduced by Intel.

561. Wind River provides what?

a) Safe and Secure

b) Secure remote management

c) Save time and cost

d) Product life time increases

Answer: a

Explanation: Wind River the technology and expertise that enables the innovation and 
deployment of safe, secure, and reliable intelligent systems.
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562. Which transportation brings new control?

a) Route Navigation

b) Industrial automation

c) Smart Energy

d) Building Automation

Answer: d

Explanation: Building Automation bring new control, visibility, and efficiencies for reducing 
power consumption, ensuring safety, and providing services to new and existing buildings.

563. Which transportation brings intelligence to their operations?

a) Building Automation

b) Industrial Automation

c) Smart Energy

d) Route Navigation

Answer: b

Explanation: Wind River helps industrial manufactures bring intelligence to their operations. 
Gain insights from your machine data with smart devices management.

564. Which transportation build more intelligent energy infracture ?

a) Building Automation

b) Industrial Automation

c) Smart Energy

d) Route Navigation

Answer: c

Explanation: Smart energy builds more intelligent energy infrastructure by combining 
traditional and emerging power sources for the delivering of cleaner, safer, and more 
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economical energy. Perform power management tasks with finer precision and faster 
response time.
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